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1AC Text
Plan: The United States Department of Defense should deploy the Transformational Satellite Communications System. 

1AC Inherency

TSAT was cut from the DOD budget in 2009 due to overbudgeting and delays
Gates, 9

[Robert, the former Secretary of Defense, “Defense Budget Recommendation Speech”, read in Arlington, VA on April 6, http://www.globalsecurity.org/military/library/news/2009/04/dod-speech-090406.htm, NKN]

The perennial procurement and contracting cycle – going back many decades – of adding layer upon layer of cost and complexity onto fewer and fewer platforms that take longer and longer to build must come to an end. There is broad agreement on the need for acquisition and contracting reform in the Department of Defense. There have been enough studies.  Enough hand-wringing. Enough rhetoric. Now is the time for action.    First, I recommend that we terminate the VH-71 presidential helicopter:    • This program was originally designed to provide 23 helicopters to support the president at a cost of $6.5 billion. Today, the program is estimated to cost over $13 billion, has fallen six years behind schedule, and runs the risk of not delivering the requested capability.    • Some have suggested that we should adjust the program by buying only the lower capability “increment one” option. I believe this is neither advisable nor affordable. Increment One helicopters do not meet requirements and are estimated to have only a five- to 10-year useful life. This compares to the current VH-3 presidential helicopters that are 30 to 40 years old.    • We will promptly develop options for an FY11 follow-on program.    Second, we will terminate the Air Force Combat Search and Rescue X (CSAR-X) helicopter program. This program has a troubled acquisition history and raises the fundamental question of whether this important mission can only be accomplished by yet another single-service solution with single-purpose aircraft. We will take a fresh look at the requirement behind this program and develop a more sustainable approach.    Third, we will terminate the $26 billion Transformational Satellite (TSAT) program, and instead will purchase two more Advanced Extremely High Frequency (AEHF) satellites as alternatives.  

All of the technology is feasible – funding was reduced because it didn’t live up to sky-high expectations

JDSB 8

[Report of the Joint Defense Science Board Intelligence Science Board Task Force on Integrating Sensor-Collected Intelligence, November, http://www.fas.org/irp/agency/dod/dsb/sensors.pdf, NKN]

According to the program office, all seven of TSAT’s critical technologies are mature, a judgment validated by an independent technology readiness assessment in June 2007. The program was approved to contract award to enter the development phase, which is expected in late 2008. In December 2006, the DoD issued a program decision memorandum that reduced the TSAT budget by $323M for FY2008. According to DoD officials, this budget reduction was due to concerns about an overly optimistic TMOS software development schedule and the long term synchronization of TSAT with the terrestrial portion of the GIG, including terminals and teleports. As a result, all TSAT launches have been delayed by at least one year 11 . The latest launch date estimate is 2018 based on current funding levels, but could be accelerated to 2017 if funding is increased. 

1AC ISR

The aff solves for lack of effective intelligence, surveillance and recoinassance: multiple internal links

A. Interoperability- current ISR is botched because of different networks and components- TSATs integrate systems

Best 11 (Richard A, specialist in national defense. CRS Report for Congress Prepared for Members and Committees of Congress: Intelligence, Surveillance, andReconnaissance (ISR) Acquisition: Issues for Congress. http://www.scribd.com/doc/49359140/Intelligence-Surveillance-and-Reconnaissance-ISR-Acquisition-Issues-for-Congress-January-20-2011)
Significant problems derive from limitations on the dissemination of collected data. Currently, meta-data are not consistently applied and tags are not consistent from agency to agency. Military commanders demand much larger quantities and more sophisticated types of intelligence(especially tactical imagery), but in many cases are unaware of and incapable of accessing data available throughout the intelligence community. “The number of images and signal intercepts are well beyond the capacity of the existing analyst community so there are huge backlogs for translators and image interpreters and much of the collected data are never reviewed. Further, decision makers and intelligence analyst have difficulty knowing what information is available.” Although an enormous number of full-motion video missions in support of tactical commanders has been conducted in Iraq and Afghanistan, the task force suggested that surveillance has often been episodic and continuing coverage of a given region had not alwaysbeen possible.The task force report emphasized that the ISR concept encompasses more than platforms for collection. It noted that DOD has developed the Global Information Grid which includes a high-speed communications network of various ground, air and space components. There is a need, according to the task force, for better ways for tactical commanders to access this information “on the move” and thus it emphasized the advantages of assured and accessible communications as would be made available by the redundant and complementary communications capabilities terrestrial fiber, government and civilian communications satellites, networks built and maintained by specific agencies. (The task force advocated the Transformational Satellite System(TSAT) to provide links to the fiber network to mobile and fixed theater commands. TSAT was subsequently killed by DOD because it was considered duplicative.) A key goal should be, according to the Task Force, to ensure that future communications systems adhere to interoperability standards to ensure that they can support joint and international operations as wel las “reach back” to U.S. agencies for analytical support. The essential concern of the task force was to ensure that the ongoing proliferation of platforms and sensors be matched by sufficient communications capabilities to enable their use. Currently, they found that “Our rapidly growing airborne ISR collection capabilities are not in balance with supporting communications.

B.Vulnerability and capability- current ISR is under threat from enemy jamming and it can’t handle the bandwith that the military needs to process data

JDSB 8

[Report of the Joint Defense Science Board Intelligence Science Board Task Force on Integrating Sensor-Collected Intelligence, November, http://www.fas.org/irp/agency/dod/dsb/sensors.pdf, NKN]

The task force believes very strongly that continuing to expend funds on the current architecture and its legacy systems will not and cannot deliver the required improvements. The core of the net-centric architecture is the high capacity, IP-capable assured communications backbone, including TSAT, as well as networking capability for tactical forces through JTRS. Without this core communications capability, net-centric operations are not possible. The provision of sufficient, assured satellite capacity and flexibility in user ground equipment, both fixed and mobile, is critical to ISR support for mobile and globally deployed theater commanders and tactical users. And because of the variety of ISR collectors available, the architecture must make it possible for these sources to be accessed easily, and seamlessly integrated. The task force concluded that TSAT and corresponding JTRS radios are critical to: ƒ Providing ships and mobile land forces with needed access to time-sensitive ISR data. ƒ Ensuring that communications are protected from enemy jamming. ƒ Maximizing utility of ISR data by facilitating integration and use of data collected from multiple and diverse sensors. ƒ Handling the rapidly increasing quantity of ISR data generated by the growing fleet of unmanned air systems.

C. Extends the Global Information Grid and, even if it fails, increases the efficiency of squo satellite programs and integrates them into a global ISR system

Uhrich 10 (Colonel David. PRIORITY BRIEFING WITH Colonel David C. Uhrich 
Vice Commander, Military Satellite Communications Systems Wing, Space and Missile Systems Center, Los Angeles Air Force Base, El Segundo, California. http://www.milsatmagazine.com/cgi-bin/display_article.cgi?number=2074520599)
The Transformational Satellite Communications System (TSAT) is one of our newest programs. TSAT will augment and eventually 

replace the AEHF satellite communications system and will provide unprecedented satellite communications with Internet-like capability to extend the DoD Global Information Grid (GIG) to deployed users worldwide as well as deliver an order of magnitude increase in capacity over AEHF. TSAT will be our first family of satellites to perform on-board/on-orbit routing of data using Internet Protocol (IP), initially IP version 6 in the case of TSAT. This on-board routing, performed by the Next Generation Processor Router, will allow huge increases in satellite efficiency because static connections will no longer have to be established and maintained, whether they are being actively used or not. Like Milstar and AEHF, TSAT will provide worldwide, secure, survivable satellite communications to U.S. strategic and tactical forces during all levels of conflict, in the EHF band. Unlike Milstar and AEHF, which have Radio Frequency crosslinks to connect the satellites in a ring, TSAT will have laser communications crosslinks. These crosslinks will be capable of moving 40 gigabytes per second when we complete fielding of the 5-satellite (plus an on-orbit spare) constellation. In addition, TSAT will have large antennas to support our tactical force’s need for protected communication-on-the-move, with small diameter vehicle-mounted antennas. The Transformational Satellite Communications System Mission Operations System will provide network management for the TSAT system, providing network-centric interoperability between TSAT and the Department of Defense’s Global Information Grid The space segment will also include laser communications and Ka-band RF for air and space intelligence, surveillance, and reconnaissance (ISR) users. As TSAT will be IPv6 and have an on-board router, mission planning and execution will be an order of magnitude more dynamic—and flexible—than it is today. To address this new capability, the program includes a payload and network management segment called TMOS—the TSAT Mission Operations System. Of note, TSAT will not have common user wideband communications capability, so it is not a follow on to WGS.
US ISR prevents multiple scenarios for nuclear war

DOD 10 (Intelligence, Surveillance, and Reconnaissancehttp://space.au.af.mil/guides/stg/stg_isr.pdf)
Joint Vision 2020 depends on information superiority for virtually every aspect of military activity. The combination of intelligence, surveillance and reconnaissance (ISR), together with real-time communications and information processing technologies, is its enabler. It involves primarily electronic systems to find, watch and collect data from sources and provide it as information to users. ISR permeates almost every area of national security activity, from peace through war. It involves techniques and systems operating both passively and actively in all operational environments from subsurface to space. A key benefit of this capability, from data collection through warning to its timely use by warfighters, is political and/ or military success — through knowing more and knowing it sooner than opponents. ISR includes information about: all operational threats to U.S. and Allied lives, assets, and interests; military force movements; all spacelift vehicles, missile systems (mobile or fixed), and spacecraft; all aircraft types, land-operating systems, and surface/submerged maritime vessels; nuclear detonations; threats to friendly space assets; chemical and/or biological weapons; and other significant space, surface and subsurface events. ISR activities support the intelligence and warning needs of all Services, the National Command Authorities (NCA) and other government agencies, support U.S. and Allied operations, and assist in international treaty monitoring. The major goal of ISR is success through information dominance. Increasing demands for precise, finished intelligence on a wide range of defense intelligence requirements strain the resources currently available. Space-based intelligence collection capabilities have matured into powerful and reliable systems, able to meet a much larger fraction of the validated user requirements than ever before. Under today’s exploitation and dissemination paradigms, our available personnel, communications and hardware cannot fully utilize the available data. Thus the Intelligence Community is pursuing a full range of technologies not only to enhance the collection of necessary data but also to examine new ways to produce and disseminate the information our users need. This approach includes: • New and potentially revolutionary collection systems • New analysis and dissemination methods and paradigms • Significant improvements in data processing, storage-retrieval, and request-redistribution functions. An evolving concept to deal with the multiplicity of evolving ISR and related information distribution concepts is contained in the term “infosphere.” This construct involves information collection and integration across all activities (fusion), with followon processing to tailor its disseminated products for specific warfighters and other users. 
Absent improved ISR China will rapidly modernize- guarantees Chinese cyberattacks, advanced ASAT capabilities, and an attack on Taiwan

BBC 11 (Viewpoint: A new Sino-US high-tech arms race? http://www.bbc.co.uk/news/mobile/world-asia-pacific-12154991)

Despite recent headlines reporting the appearance of a Chinese stealth fighter prototype, of more concern to US military planners is the enabling technology that will produce the bite to China's military bark. This angst is focused on China's decade-long programme of military "informationisation" designed to leap-frog over US capabilities in the Pacific region. The PLA is rapidly developing asymmetric warfare techniques against US command, control, communications, computers, intelligence, surveillance and reconnaissance infrastructure, known as "C4ISR" in military parlance. For China, with its inferior conventional military capabilities, the key to gaining the upper hand in a conflict with the US is to gain dominance of the space theatre and to damage its digital nerve system. China views space as a corner-stone of its future prosperity: a mandate from heaven for China's growth and military strength. For this reason, China is working hard to counter the Pentagon's monopoly in space and to build its own space-based deterrent. The PLA's doctrine of "pressure point warfare", a multi-layered approach using space, cyberspace and information operations alongside conventional capabilities is designed to cripple an adversary in one swift strike. This fast paced and high-tech military modernisation has led to the emergence of weapons systems and technology, which in certain theatres has closed the military capability gap with the US considerably. These include directed energy, jamming and cyber attack technologies, designed to paralyse the US military machine. The PLA has recently developed and successfully tested advanced anti-satellite (ASAT) weapons systems, demonstrating it can destroy or manoeuvre close to enemy satellites in space. ASAT weapons are part of a new genre of "assassin's mace" or surprise weapons aimed at the Pentagon's Achilles Heel in space and cyberspace. All of these capabilities require state of the art signals processing and communications systems, technology which China has been developing indigenously to create its own command and control architecture. Carrier fears One of the most pressing concerns for the United States navy is the prospect of US aircraft carriers and other vessels being denied access to theatres of operation in the event that the US were dragged into a conflict over Taiwan or in support of its other Pacific allies. Coined by Pentagon planners as China's "A2/AD" (Anti Access/Area Denial) strategy, the PLA would attempt to prevent US aircraft carriers from deploying to theatre, targeted by Chinese torpedoes, Cruise Missiles and Anti Ship Ballistic Missiles (ASBMs). PLA tacticians know that a successful strike against a moving US aircraft carrier requires advanced space-based targeting assets and an ability to penetrate the US ballistic missile defence umbrella. They also know that their land-based missiles are vulnerable to attack from the US. One solution is to develop a submarine-launched ballistic missile (SLBM) capability, something which is also causing for concern for US defence secretary Robert Gates. The PLA's latest weapons systems serve as an opportunity to showcase China's considerable achievements and provide an anchor for the legitimacy of the Chinese Communist Party. What the PLA is prepared to reveal in public is also directed at the domestic audience as much as abroad - hence the roll-out of the J-20 stealth fighter prototype and the likely launch of an aircraft carrier within a year or two. China, Taiwan and the United States do not want a confrontation; this would likely be a disaster of global proportions. 

Leads to multiple scenarios for extinction

Hunkovic ‘9 (Lee J. Hunkovic, American Military University, “The Chinese-Taiwanese Conflict: Possible Futures of a Confrontation between China, Taiwan and the United States of America,” 2009, http://www.lamp-method.org/eCommons/Hunkovic.pdf)

A war between China, Taiwan and the United States has the potential to escalate into a nuclear conflict and a third world war, therefore, many countries other than the primary actors could be affected by such a conflict, including Japan, both Koreas, Russia, Australia, India and Great Britain, if they were drawn into the war, as well as all other countries in the world that participate in the global economy, in which the United States and China are the two most dominant members. If China were able to successfully annex Taiwan, the possibility exists that they could then plan to attack Japan and begin a policy of aggressive expansionism in East and Southeast Asia, as well as the Pacific and even into India, which could in turn create an international standoff and deployment of military forces to contain the threat. In any case, if China and the United States engage in a full-scale conflict, there are few countries in the world that will not be economically and/or militarily affected by it. However, China, Taiwan and United States are the primary actors in this scenario, whose actions will determine its eventual outcome, therefore, other countries will not be considered in this study. 

China already has set the infrastructure for a cyberattack- absent ISR we will lose an inevitable cyber war, leading to a collapse of the power grid

LA Times 3/28 (Virtual war a real threathttp://articles.latimes.com/2011/mar/28/nation/la-na-cyber-war-20110328)

"There's always a way in," said Maiffret, who declined to identify the water system for its own protection. The weaknesses that he found in California exist in crucial facilities nationwide, U.S. officials and private experts say. The same industrial control systems Maiffret's team was able to commandeer also run electrical grids, pipelines, chemical plants and other infrastructure. Those systems, many designed without security in mind, are vulnerable to cyber attacks that have the potential to blow up city blocks, erase bank data, crash planes and cut power to large sections of the country. Terrorist groups such as Al Qaeda don't yet have the capability to mount such attacks, experts say, but potential adversaries such as China and Russia do, as do organized crime and hacker groups that could sell their services to rogue states or terrorists. U.S. officials say China already has laced the U.S. power grid and other systems with hidden malware that could be activated to devastating effect. "If a sector of the country's power grid were taken down, it's not only going to be damaging to our economy, but people are going to die," said Rep. Jim Langevin (D-R.I.), who has played a lead role on cyber security as a member of the House Intelligence Committee. Some experts suspect that the U.S. and its allies also have been busy developing offensive cyber capabilities. Last year, Stuxnet, a computer worm some believe was created by the U.S. or Israel, is thought to have damaged many of Iran's uranium centrifuges by causing them to spin at irregular speeds. In the face of the growing threats, the Obama administration's response has received mixed reviews. President Obama declared in a 2009 speech that protecting computer network infrastructure "will be a national security priority." But the follow-through has been scant. Obama created the position of federal cyber-security "czar," and then took seven months to fill a job that lacks much real authority. Several cyber-security proposals are pending in Congress, but the administration hasn't said publicly what it supports. "I give the administration high marks for doing some things, but clearly not enough," Langevin said. The basic roadblocks are that the government lacks the authority to force industry to secure its networks and industry doesn't have the incentive to do so on its own. Meanwhile, evidence mounts on the damage a cyber attack could inflict. In a 2006 U.S. government experiment, hackers were able to remotely destroy a 27-ton, $1-million electric generator similar to the kind commonly used on the nation's power grid. A video shows it spinning out of control until it shuts down. 
Power grid collapse leads to the end of civilization

Rifkin 2 (Alan, The founder and president of the Foundation on Economic Trends, Fellow at the Wharton School’s Executive Education Program (Jeremy, The Hydrogen Economy: The Creation of the World-Wide Energy Web and the Redistribution of Power on Earth, p.163-164 ) 

It is understandable that we would be unmindful of the critical role that oil plays in feeding our families, because the process of growing food is so removed in time and place from our urban lives. The same holds true for the electricity that we have come to rely on to maintain our daily routines. The electrical grid is the central nervous system that coordinates a densely populated urban existence. Without electrical power, urban life would cease to exist, the information age would become a faded memory, and industrial production would grind to a halt. The fastest way to ensure the collapse of the modern era would be to pull the plug and turn off the flow of electricity. Light,  heat, and power would all stop. Civilization as we know it would come to an end. It is hard to imagine what life would be like without electricity, although it has only been utilized as a source of energy for less than a century. Most of our great-grandparents were born into a world with electricity. Today, we take electricity for granted. That is because, food, it is abundantly available. We rarely think about where it comes from or how it gets to us. It is a kind of stealth force, tucked away inside wires overhead, buried in the ground, or hidden inside our walls. Colorless and odorless, it is an invisible but indispensable' presence in our lives. 

And, cyberterror leads to escalation that destroys the nuclear taboo

Cimbala 99 (Stephen Cimbala, professor of political science at the Pennsylvania State University Delaware County Campus, Summer 1999, Armed Forces & Society: An Interdisciplinary Journal)

The nuclear shadow over the information age remains significant. The essence of information warfare is in subtlety and deception: the manipulation of uncertainty. The essence of nuclear deterrence lies in the credible and certain threat of retaliation backed by an information environment accepted and trusted by both sides in a partly competitive, partly conflictual relationship. Nuclear assets may themselves become the targets of cyberwarriors. Triumphalism about the RMA in high technology conventional weapons overlooks asymmetrical strategies that might appeal to U.S. opponents. Among these might be the reciprocal use of information warfare to deny U.S. access in time of need to a timely nuclear response or to a credible nuclear threat. But even more problematic is the potential collision course between intentional information warfare and unintended side effects when cyberwar is waged against a nuclear armed state, especially one with a non-Western culture. Neither the status of nuclear forces in the new world order, nor all of the military implications of the information revolution, are apparent now. There are reasons to suppose that the strategies and technologies of information warfare will develop along one track, whereas efforts to control nuclear weapons spread and to establish the safety and security of existing nuclear arsenals will involve a different community of specialists and attentive publics. Nevertheless, there are sufficient grounds to be concerned that a too successful menu of information strategies may contribute to a failure of nuclear deterrence in the form of accidental/inadvertent war or escalation. Unplanned interactions between infowarriors and deterrers could have unfortunate byproducts.

1AC NCW

Only federally funded TSATS are key to a transition to net centric warfare- mobile communication integrates ground based communications networks and prevents Chinese space rise

Wilson 4 (Clay Wilson, Specialist in Technology and National Security Foreign Affairs, Defense, and Trade Division at the Congressional Research Service, June 2, 2004, “Network Centric Warfare: Background and Oversight Issues for Congress”, http://fpc.state.gov/documents/organization/33858.pdf bcliff)
Some observers question whether the U.S. military can achieve true network and systems interoperability among all services. DOD reportedly intends to integrate the architectures of network systems used by all branches of the military to create a network centric capability linked to the GIG (see section below). To help accomplish this integration, the DOD Joint Staff has created a new Force Capability Board (FCB) to monitor NCO programs for mismatches in funding, or mismatches in capability. When an issue is detected, the FCB reports to the Joint Requirements Oversight Council, which then provides guidance during budget deliberations at the Pentagon.62 Satellites are crucial for enabling mobile communications in remote areas, as well as for providing imagery, navigation, weather information, a missile warning capability, and a capability to “reach back” to the continental United States for added support. For example, the Global Positioning System (GPS), consisting of 28 navigation satellites, helps identify the location of U.S. forces, as well as the locations of targets for guided U.S. weapons, such as cruise missiles. The United States maintains 6 orbital constellations for Intelligence, Surveillance, and Reconnaissance (ISR): one for early warning, two for imagery, and three for signals intelligence. Recently, the Army deployed the Coalition Military Network, a new satellite communications system designed to add bandwidth to support coalition forces in remote areas of Iraq. However, despite the growing number of military satellites, the Defense Information Systems Agency (DISA) reported that up to 84 percent of the satellite communications bandwidth provided to the Operation Iraqi Freedom (OIF) theater was supplied by commercial satellites.63 Some drawbacks using commercial satellite services became apparent during OIF. U.S. Army officials indicated that the high volume of traffic on Iridium communications satellites at times overwhelmed that system, which also had to suspend service periodically for updates. In addition, the military reportedly was unable to get encrypted data transmission services from the Inmarsat satellite system at transmission rates of 128 kilobits per second, and instead had to settle for rates of 64 kilobits per second, which was too slow for the Army’s needs.64 The Transformational Satellite Communications (TSAT) program, run by the Air Force, is part of a plan to build a satellite-based military Internet. The future TSAT program involves launching 5 military satellites in geosynchronous orbit, with laser communication links and Internet-like routers to provide high-speed, high-capacity communications to U.S. warfighters worldwide.65 The first TSAT satellite is scheduled to be launched in 2014, with full operational capacity scheduled for 2018.66 The United States remains highly-dependent on space assets, and has enjoyed space dominance during previous Gulf conflicts largely because its adversaries simply did not exploit space, or act to negate U.S. space systems. However, the United States may not be able to rely on this same advantage in the future. For example, a non-state group could possibly take advantage of commercial space-based technology by leasing satellite bandwidth, or by purchasing high-resolution imagery from suppliers in the Soviet Union, China, or other countries that own and operate space assets. Also, lesstechnically advanced nations and non-state actors may employ electronic jamming techniques, or launch attacks against satellite ground facilities.67 News reports show that over a period of several years China has fired high-power laser weapons at U.S. military optical spy satellites as they fly over Chinese territory. Experts say this may have been testing of a new ability to blind the spacecraft. It is not clear how many times China may have tested their ground-based laser system against U.S. satellites, or whether the tests were successful.68
They’re also a breeding ground for IPv6 technology that spills over into netwar doctrine even if the program fails

SpaceWar 7 (“LockMart And Northrop Grumman TSAT Team Announces Partnership With Juniper Networks” http://www.spacewar.com/reports/LockMart_And_Northrop_Grumman_TSAT_Team_Announces_Partnership_With_Juniper_Networks_999.html bcliff)

The Lockheed Martin/Northrop Grumman Transformational Satellite Communications (TSAT) team announced its partnership with Juniper Networks to apply the company's Internet Protocol version 6 (IPv6) routing software and related expertise in the design of the team's TSAT processor/router. The TSAT system will provide warfighters with high-bandwidth, networked connectivity by extending the reach of the U.S. Department of Defense's Global Information Grid (GIG) through advanced satellite communications. Juniper Networks has been supporting Northrop Grumman for the past three years in developing the Next Generation Processor/Router (NGPR) for the TSAT system, which will use Internet Protocol routing on board the satellites to connect users with the GIG. The company has licensed its JUNOS software product for Northrop Grumman's use. JUNOS is the routing control software being fielded across Juniper's widely used commercial routers. It is the first IPv6 software approved for use by the Defense Department, which has fielded JUNOS software and Juniper's router hardware for terrestrial use in the GIG network. "We are excited about the opportunity to be involved in this global initiative and fully support the Defense Department's net-centric vision for a secure, reliable enterprise IP infrastructure," said Haywood Talcove, vice president of Public Sector Americas for Juniper Networks. "We are confident that Juniper Networks' JUNOS modular operating system will deliver the high-performance and advanced IPv6 capabilities critical to the enablement of the dynamic situational awareness, holistic information assurance and collaboration requirements in the TSAT system." The Lockheed Martin/Northrop Grumman TSAT space segment team is currently working under a $514 million contract for the risk reduction and system definition phase. The team, including Juniper Networks, is competing for the subsequent development and production phase of TSAT, which the U.S. Air Force plans to award in late 2007. "Juniper has been a valuable partner in developing a high-performance, low-risk NGPR during the risk reduction and system definition phase of TSAT," said Stuart Linsky, vice president of Satellite Communications at Northrop Grumman's Space Technology sector. "For the development and production phase, JUNOS reduces development risk and minimizes integration risk with the larger end-to-end GIG network. As GIG routers evolve, we can upload improvements to the TSAT router, ensuring compatibility well into the future." The integration of JUNOS with Northrop Grumman's TSAT-unique software was demonstrated in the recent NGPR-2 testing conducted with the Massachusetts Institute of Technology's Lincoln Laboratory, which verified NGPR functionality and performance in tests completed last February. "With Juniper's IP router expertise and experience with the Defense Department's networking requirements, we are well positioned to help our customer attain its TSAT objectives," said Mark Pasquale, Lockheed Martin's TSAT vice president. "We look forward to offering an incremental, low risk TSAT solution to the government and stand ready to achieve operational excellence and mission success on this vitally important program." 

They also modernize the military in the abstract- TSATS are key

Shalal Esa 8

(Andrea, “Satellite delay may hurt U.S. troops” 10/20/08 Reuters http://www.reuters.com/article/2008/10/20/us-pentagon-satellite-idUSTRE49J8IW20081020)

A move by the U.S. government to scale back and postpone a huge new satellite communications program may erode industry's ability to meet the future space needs of the U.S. military. Critics of the decision also say it stalls giving U.S. troops a life-saving "Internet in the sky" technology that could transform the battlefield by providing vital information to forces under fire or on the move. A top Pentagon panel on Friday recommended scrapping a competition between Lockheed Martin Corp and Boeing Co to develop a new network of laser-linked communications satellites and scale back the Transformational Satellite (TSAT) program, according to two industry sources and a defense official briefed about the decision. The Defense Department plans to put off an award until the fourth quarter of fiscal 2010, nearly two years from now, a move that industry officials said left them "crestfallen." "We're just reeling," said one official, who asked not to be named, noting the companies submitted their bids in July 2007. "This is just dragging on and dragging on." Pentagon spokesman Chris Isleib said the department was still reviewing the requirements associated with the program, but remained committed to fielding a TSAT solution by fiscal 2019. He said the decision should be finalized this week. Defense analyst Loren Thompson, of the Virginia-based Lexington Institute, blasted the delay, calling TSAT the "most important technology initiative" for the military services. The TSAT program already suffered a 40 percent funding cut when the Bush administration announced its long term budget plans in February and the latest move raises concerns about whether the program will survive at all, Thompson said. He said some senior officials simply did not understand the breakthrough nature of the TSAT technology and viewed it as a short-term bill-payer. A generation ago, the now-ubiquitous Global Positioning System satellites almost suffered the same fate. "This is GPS all over again," Thompson said. BIG DECISIONS LOOM Boeing and Lockheed, which is teamed with Northrop Grumman Corp, are anxiously awaiting news about whether the Pentagon will extend existing risk reduction contracts with each of the companies for early work on the TSAT program. If those contracts -- which already amount to over $1.2 billion -- are not extended when they expire in January, the companies may have to lay off engineers and designers, industry officials said. That could make the next incarnation of TSAT even more costly, Thompson said. Boeing spokeswoman Diana Ball said TSAT was "the big prize" for industry since it was the only new unclassified military space development project at the moment. "In terms of new military procurement work, TSAT was the mother lode," she said. Lockheed spokesman Tom Jurkowsky said his company had not been officially notified of any change to the TSAT program. He said Lockheed had done significant work to reduce any technological risks associated with the program. The Pentagon must also evaluate what the decision means for the Army's Future Combat System (FCS) and how it will meet future communications needs, said the defense official. Congress has already told the Air Force to buy a fourth Advanced Extremely High Frequency (AEHF) satellite built by Lockheed, a program that is currently facing termination unless the Pentagon certifies it as essential to national security. Some officials wanted to buy a fifth and sixth AEHF satellite, but the Pentagon planned to continue work on TSAT, said the defense official. Another alternative might be to buy another wideband global satellite (WGS) built by Boeing. In both cases, restarting production of those satellites will be costly. The Air Force estimates the cost of the fourth AEHF satellite at $2 billion, far more than the previous satellites since some parts are no longer being produced. The same would be true for the WGS satellite, said the official, adding the Pentagon could decide to open work on follow-on satellites to competition. MILITARY CONSEQUENCES Thompson said the TSAT decision would also have grave consequences for U.S. military operations. "Warfighters are going to die as a result of this decision because it obliterates the dream of each soldier having a direct link to the global information grid," he said. The defense official, who asked not to be named, agreed, saying the current plan would focus TSAT more on intelligence needs than helping U.S. troops communicate. "That means you're potentially putting soldiers, airmen, sailors and Marines at risk and they may face an increased risk of mission failure," said the official. He said the decision to delay TSAT could also have "profound consequences" for the Army's FCS modernization program, which is counting on the advanced communications capability that TSAT was supposed to deliver. "The whole point of TSAT was to give each soldier and Marine a quick connection to whatever resources they needed whether they were under fire or on the move," Thompson said. "Now that is disappearing." 

NCW makes heg sustainable

Arquilla 10 (John Arquilla, professor of defense analysis at the U.S. Naval Postgraduate School, MARCH/APRIL 2010, “The New Rules of War”, http://www.foreignpolicy.com/articles/2010/02/22/the_new_rules_of_war)

The irony, however, is that the U.S. military has never been in a better position to gain acceptance for truly transformational change. Neither party in Congress can afford to be portrayed as standing in the way of strategic progress, and so, whatever the Pentagon asks for, it gets. As for defense contractors, far from driving the agenda, they are much too willing to give their military customers exactly what they demand (rather than, perhaps, something better). If the U.S. armed forces call for smaller, smarter weapons and systems to support swarming, they will get them. Beyond the United States, other countries' security forces are beginning to think along the lines of "many and small," are crafting better ways to "find," and are learning to swarm. Chinese naval thought today is clearly moving in this direction. Russian ground forces are, too. Needless to say, terrorist networks are still in the lead, and not just al Qaeda. Hezbollah gave quite a demonstration of all three of the new rules of war in its summer 2006 conflict with Israel, a virtual laboratory test of nation versus network -- in which the network more than held its own. For the U.S. military, failing a great leap forward in self-awareness of the need for radical change, a downward budgetary nudge is probably the best approach -- despite President Barack Obama's unwillingness to extend his fiscal austerity program to security-related expenditures. This could take the form of a freeze on defense spending levels, to be followed by several years of, say, 10 percent annual reductions. To focus the redesign effort, a moratorium would be declared on all legacy-like systems (think aircraft carriers, other big ships, advanced fighters, tanks, etc.) while they are subjected to searching review. It should not be assumed that the huge sums invested in national defense have been wisely spent. To most Americans who think that being strong on defense means devoting more resources and building bigger systems, this suggestion to cut spending will sound outrageous. But being smarter about defense might lower costs even as effectiveness improves. This pattern has held throughout the transformations of the last few decades, whether in farming or in industry. Why should the military be exempt? There's real urgency to this debate. Not only has history not ended with the Cold War and the advent of commerce-driven globalization, but conflict and violence have persisted -- even grown -- into a new postmodern scourge. Indeed, it is ironic that, in an era in which the attraction to persuasive "soft power" has grown dramatically, coercive "hard power" continues to dominate in world affairs. This is no surprise in the case of rogue nations hellbent on developing nuclear arsenals to ensure their security, nor when it comes to terrorist networks that think their essential nature is revealed in and sustained by violent acts. But this primary reliance on coercive capabilities is also on display across a range of countries great and small, most notably the United States, whose defense policy has over the past decade largely become its foreign policy. From the wars in Iraq and Afghanistan, to simmering crises with North Korea and Iran, and on to longer-range strategic concerns about East Asian and Central European security, the United States today is heavily invested in hard-power solutions. And it will continue to be. But if the radical adjustments in strategy, organization, and doctrine implied by the new rules of war are ignored, Americans will go on spending more and getting less when it comes to national defense. Networks will persist until they have the capability to land nuclear blows. Other countries will leapfrog ahead of the United States militarily, and concepts like "deterrence" and "containment" of aggression will blow away like leaves in the wind. So it has always been. Every era of technological change has resulted in profound shifts in military and strategic affairs. History tells us that these developments were inevitable, but soldiers and statesmen were almost always too late in embracing them -- and tragedies upon tragedies ensued. There is still time to be counted among the exceptions, like the Byzantines who, after the fall of Rome, radically redesigned their military and preserved their empire for another thousand years. The U.S. goal should be to join the ranks of those who, in their eras, caught glimpses of the future and acted in time to shape it, saving the world from darkness. 

The impact is global nuclear war 

KAGAN, 7  (Robert, senior fellow at the Carnegie Endowment for International Peace (Robert, “End of Dreams, Return of History”, 7/19, http://www.realclearpolitics.com/articles/2007/07/end_of_dreams_return_of_histor.html)

This is a good thing, and it should continue to be a primary goal of American foreign policy to perpetuate this relatively benign international configuration of power. The unipolar order with the United States as the predominant power is unavoidably riddled with flaws and contradictions. It inspires fears and jealousies. The United States is not immune to error, like all other nations, and because of its size and importance in the international system those errors are magnified and take on greater significance than the errors of less powerful nations. Compared to the ideal Kantian international order, in which all the world's powers would be peace-loving equals, conducting themselves wisely, prudently, and in strict obeisance to international law, the unipolar system is both dangerous and unjust. Compared to any plausible alternative in the real world, however, it is relatively stable and less likely to produce a major war between great powers. It is also comparatively benevolent, from a liberal perspective, for it is more conducive to the principles of economic and political liberalism that Americans and many others value. American predominance does not stand in the way of progress toward a better world, therefore. It stands in the way of regression toward a more dangerous world. The choice is not between an American-dominated order and a world that looks like the European Union. The future international order will be shaped by those who have the power to shape it. The leaders of a post-American world will not meet in Brussels but in Beijing, Moscow, and Washington. The return of great powers and great games If the world is marked by the persistence of unipolarity, it is nevertheless also being shaped by the reemergence of competitive national ambitions of the kind that have shaped human affairs from time immemorial. During the Cold War, this historical tendency of great powers to jostle with one another for status and influence as well as for wealth and power was largely suppressed by the two superpowers and their rigid bipolar order. Since the end of the Cold War, the United States has not been powerful enough, and probably could never be powerful enough, to suppress by itself the normal ambitions of nations. This does not mean the world has returned to multipolarity, since none of the large powers is in range of competing with the superpower for global influence. Nevertheless, several large powers are now competing for regional predominance, both with the United States and with each other. National ambition drives China's foreign policy today, and although it is tempered by prudence and the desire to appear as unthreatening as possible to the rest of the world, the Chinese are powerfully motivated to return their nation to what they regard as its traditional position as the preeminent power in East Asia. They do not share a European, postmodern view that power is passé; hence their now two-decades-long military buildup and modernization. Like the Americans, they believe power, including military power, is a good thing to have and that it is better to have more of it than less. Perhaps more significant is the Chinese perception, also shared by Americans, that status and honor, and not just wealth and security, are important for a nation. Japan, meanwhile, which in the past could have been counted as an aspiring postmodern power -- with its pacifist constitution and low defense spending -- now appears embarked on a more traditional national course. Partly this is in reaction to the rising power of China and concerns about North Korea 's nuclear weapons. But it is also driven by Japan's own national ambition to be a leader in East Asia or at least not to play second fiddle or "little brother" to China. China and Japan are now in a competitive quest with each trying to augment its own status and power and to prevent the other 's rise to predominance, and this competition has a military and strategic as well as an economic and political component. Their competition is such that a nation like South Korea, with a long unhappy history as a pawn between the two powers, is once again worrying both about a "greater China" and about the return of Japanese nationalism. As Aaron Friedberg commented, the East Asian future looks more like Europe's past than its present. But it also looks like Asia's past. Russian foreign policy, too, looks more like something from the nineteenth century. It is being driven by a typical, and typically Russian, blend of national resentment and ambition. A postmodern Russia simply seeking integration into the new European order, the Russia of Andrei Kozyrev, would not be troubled by the eastward enlargement of the EU and NATO, would not insist on predominant influence over its "near abroad," and would not use its natural resources as means of gaining geopolitical leverage and enhancing Russia 's international status in an attempt to regain the lost glories of the Soviet empire and Peter the Great. But Russia, like China and Japan, is moved by more traditional great-power considerations, including the pursuit of those valuable if intangible national interests: honor and respect. Although Russian leaders complain about threats to their security from NATO and the United States, the Russian sense of insecurity has more to do with resentment and national identity than with plausible external military threats. 16 Russia's complaint today is not with this or that weapons system. It is the entire post-Cold War settlement of the 1990s that Russia resents and wants to revise. But that does not make insecurity less a factor in Russia 's relations with the world; indeed, it makes finding compromise with the Russians all the more difficult. One could add others to this list of great powers with traditional rather than postmodern aspirations. India 's regional ambitions are more muted, or are focused most intently on Pakistan, but it is clearly engaged in competition with China for dominance in the Indian Ocean and sees itself, correctly, as an emerging great power on the world scene. In the Middle East there is Iran, which mingles religious fervor with a historical sense of superiority and leadership in its region. 17 Its nuclear program is as much about the desire for regional hegemony as about defending Iranian territory from attack by the United States. Even the European Union, in its way, expresses a pan-European national ambition to play a significant role in the world, and it has become the vehicle for channeling German, French, and British ambitions in what Europeans regard as a safe supranational direction. Europeans seek honor and respect, too, but of a postmodern variety. The honor they seek is to occupy the moral high ground in the world, to exercise moral authority, to wield political and economic influence as an antidote to militarism, to be the keeper of the global conscience, and to be recognized and admired by others for playing this role. Islam is not a nation, but many Muslims express a kind of religious nationalism, and the leaders of radical Islam, including al Qaeda, do seek to establish a theocratic nation or confederation of nations that would encompass a wide swath of the Middle East and beyond. Like national movements elsewhere, Islamists have a yearning for respect, including self-respect, and a desire for honor. Their national identity has been molded in defiance against stronger and often oppressive outside powers, and also by memories of ancient superiority over those same powers. China had its "century of humiliation." Islamists have more than a century of humiliation to look back on, a humiliation of which Israel has become the living symbol, which is partly why even Muslims who are neither radical nor fundamentalist proffer their sympathy and even their support to violent extremists who can turn the tables on the dominant liberal West, and particularly on a dominant America which implanted and still feeds the Israeli cancer in their midst. Finally, there is the United States itself. As a matter of national policy stretching back across numerous administrations, Democratic and Republican, liberal and conservative, Americans have insisted on preserving regional predominance in East Asia; the Middle East; the Western Hemisphere; until recently, Europe; and now, increasingly, Central Asia. This was its goal after the Second World War, and since the end of the Cold War, beginning with the first Bush administration and continuing through the Clinton years, the United States did not retract but expanded its influence eastward across Europe and into the Middle East, Central Asia, and the Caucasus. Even as it maintains its position as the predominant global power, it is also engaged in hegemonic competitions in these regions with China in East and Central Asia, with Iran in the Middle East and Central Asia, and with Russia in Eastern Europe, Central Asia, and the Caucasus. The United States, too, is more of a traditional than a postmodern power, and though Americans are loath to acknowledge it, they generally prefer their global place as "No. 1" and are equally loath to relinquish it. Once having entered a region, whether for practical or idealistic reasons, they are remarkably slow to withdraw from it until they believe they have substantially transformed it in their own image. They profess indifference to the world and claim they just want to be left alone even as they seek daily to shape the behavior of billions of people around the globe. The jostling for status and influence among these ambitious nations and would-be nations is a second defining feature of the new post-Cold War international system. Nationalism in all its forms is back, if it ever went away, and so is international competition for power, influence, honor, and status. American predominance prevents these rivalries from intensifying -- its regional as well as its global predominance. Were the United States to diminish its influence in the regions where it is currently the strongest power, the other nations would settle disputes as great and lesser powers have done in the past: sometimes through diplomacy and accommodation but often through confrontation and wars of varying scope, intensity, and destructiveness. One novel aspect of such a multipolar world is that most of these powers would possess nuclear weapons. That could make wars between them less likely, or it could simply make them more catastrophic. It is easy but also dangerous to underestimate the role the United States plays in providing a measure of stability in the world even as it also disrupts stability. For instance, the United States is the dominant  naval power everywhere, such that other nations cannot compete with it even in their home waters. They either happily or grudgingly allow the United States Navy to be the guarantor of international waterways and trade routes, of international access to markets and raw materials such as oil. Even when the United States engages in a war, it is able to play its role as guardian of the waterways. In a more genuinely multipolar world, however, it would not. Nations would compete for naval dominance at least in their own regions and possibly beyond. Conflict between nations would involve struggles on the oceans as well as on land. Armed embargos, of the kind used in World War i and other major conflicts, would disrupt trade flows in a way that is now impossible. Such order as exists in the world rests not merely on the goodwill of peoples but on a foundation provided by American power. Even the European Union, that great geopolitical miracle, owes its founding to American power, for without it the European nations after World War ii would never have felt secure enough to reintegrate Germany. Most Europeans recoil at the thought, but even today Europe 's stability depends on the guarantee, however distant and one hopes unnecessary, that the United States could step in to check any dangerous development on the continent. In a genuinely multipolar world, that would not be possible without renewing the danger of world war. People who believe greater equality among nations would be preferable to the present American predominance often succumb to a basic logical fallacy. They believe the order the world enjoys today exists independently of American power. They imagine that in a world where American power was diminished, the aspects of international order that they like would remain in place. But that 's not the way it works. International order does not rest on ideas and institutions. It is shaped by configurations of power. The international order we know today reflects the distribution of power in the world since World War ii, and especially since the end of the Cold War. A different configuration of power, a multipolar world in which the poles were Russia, China, the United States, India, and Europe, would produce its own kind of order, with different rules and norms reflecting the interests of the powerful states that would have a hand in shaping it. Would that international order be an improvement? Perhaps for Beijing and Moscow it would. But it is doubtful that it would suit the tastes of enlightenment liberals in the United States and Europe. The current order, of course, is not only far from perfect but also offers no guarantee against major conflict among the world's great powers. Even under the umbrella of unipolarity, regional conflicts involving the large powers may erupt. War could erupt between China and Taiwan and draw in both the United States and Japan. War could erupt between Russia and Georgia, forcing the United States and its European allies to decide whether to intervene or suffer the consequences of a Russian victory. Conflict between India and Pakistan remains possible, as does conflict between Iran and Israel or other Middle Eastern states. These, too, could draw in other great powers, including the United States. Such conflicts may be unavoidable no matter what policies the United States pursues. But they are more likely to erupt if the United States weakens or withdraws from its positions of regional dominance. This is especially true in East Asia, where most nations agree that a reliable American power has a stabilizing and pacific effect on the region. That is certainly the view of most of China 's neighbors. But even China, which seeks gradually to supplant the United States as the dominant power in the region, faces the dilemma that an American withdrawal could unleash an ambitious, independent, nationalist Japan. In Europe, too, the departure of the United States from the scene -- even if it remained the world's most powerful nation -- could be destabilizing. It could tempt Russia to an even more overbearing and potentially forceful approach to unruly nations on its periphery. Although some realist theorists seem to imagine that the disappearance of the Soviet Union put an end to the possibility of confrontation between Russia and the West, and therefore to the need for a permanent American role in Europe, history suggests that conflicts in Europe involving Russia are possible even without Soviet communism. If the United States withdrew from Europe -- if it adopted what some call a strategy of "offshore balancing" -- this could in time increase the likelihood of conflict involving Russia and its near neighbors, which could in turn draw the United States back in under unfavorable circumstances. It is also optimistic to imagine that a retrenchment of the American position in the Middle East and the assumption of a more passive, "offshore" role would lead to greater stability there. The vital interest the United States has in access to oil and the role it plays in keeping access open to other nations in Europe and Asia make it unlikely that American leaders could or would stand back and hope for the best while the powers in the region battle it out. Nor would a more "even-handed" policy toward Israel, which some see as the magic key to unlocking peace, stability, and comity in the Middle East, obviate the need to come to Israel 's aid if its security became threatened. That commitment, paired with the American commitment to protect strategic oil supplies for most of the world, practically ensures a heavy American military presence in the region, both on the seas and on the ground. The subtraction of American power from any region would not end conflict but would simply change the equation. In the Middle East, competition for influence among powers both inside and outside the region has raged for at least two centuries. The rise of Islamic fundamentalism doesn't change this. It only adds a new and more threatening dimension to the competition, which neither a sudden end to the conflict between Israel and the Palestinians nor an immediate American withdrawal from Iraq would change. The alternative to American predominance in the region is not balance and peace. It is further competition. The region and the states within it remain relatively weak. A diminution of American influence would not be followed by a diminution of other external influences. One could expect deeper involvement by both China and Russia, if only to secure their interests. 18 And one could also expect the more powerful states of the region, particularly Iran, to expand and fill the vacuum. It is doubtful that any American administration would voluntarily take actions that could shift the balance of power in the Middle East further toward Russia, China, or Iran. The world hasn 't changed that much. An American withdrawal from Iraq will not return things to "normal" or to a new kind of stability in the region. It will produce a new instability, one likely to draw the United States back in again. The alternative to American regional predominance in the Middle East and elsewhere is not a new regional stability. In an era of burgeoning nationalism, the future is likely to be one of intensified competition among nations and nationalist movements. Difficult as it may be to extend American predominance into the future, no one should imagine that a reduction of American power or a retraction of American influence and global involvement will provide an easier path.

Independently, netwar prevents all future conflict 

Chang-hee 5 (Chang-hee Nam, professor of Inha University, South Korea, who formerly worked for the Korea Institute f or Defense Analysis, “The Realignment of the USFK in the Military Transformation and South Korea's Defense Reform 2020”, http://www.nids.go.jp/english/event/symposium/pdf/2005/e2005_05.pdf)

By contrast with the LPP, the relocation of the 2 nd Infantry Division to the OsanPyeongtaek area has more to do with a fundamental change in the Pentagon’s global strategy. The foremost locomotive behind the structural realignment of the USFK comes from Secretary Rumsfeld’s military transformation initiative, which gained more salience in the Pentagon’s war on terrorism after the September 11 attacks. Secretary of Defense Rumsfeld strongly argues that the U.S. military should adapt to new threats coming from terrorist groups who might use weapons of mass destruction. He believes that the old-fashioned basing of the U.S. forces during the Cold War-era has now become obsolete and can no longer help defend American interests from attacks in unexpected times and places. He contends, “The Pentagon decided to move away from the old ‘threat-based’ strategy that had dominated our country’s defense planning for the early half a century and adopt a new ‘capabilities-based’ approach -- one that focuses less on who might threaten us, or where, and more on how we might be threatened and what is needed to deter and defend against such threats.” 4 The disastrous damage inflicted on Americans by the unprecedented attacks of September 11 awakened the American military thinkers to devise genuinely new ways of thinking. The White House hinted that America now needs a so-called third round of transformation in constructing its national security strategy -- as it did after the British invasion of the early 19 th century and at the advent of the Cold War. 5 The U.S. military now needs to reconfigure its military machine to be able to deal with elusive enemies whose activities are small in size, transnational and ubiquitous. The proponents of Revolution in Military Affairs (RMA) in the American military provided a timely solution for adapting to the new types of threats. Notably, the RMA refers to a fundamental transformation in military strategy and operations that transpired in the process of amplifying combat effectiveness by linking Intelligence, Surveillance and Reconnaissance (ISR) and Precision Guided Munitions (PGMS) with highly sophisticated C4I (Command and Control, Communication, Computer and Intelligence). This network-centric system-of-systems, which gathers accurate information through sophisticated battlefield awareness capabilities, relaying it to the shooter, has been proving its effectiveness in the most recent U.S.-led wars. Arthur Cebrowski, a retired admiral and a former Director of the Office of Force Transformation in the Pentagon, came up with the new concept of “Network-Centric Warfare (NCW).” Cebrowski’s men suggested a network-centric warfare for dramatically amplified war fighting effectiveness, which could be applied to suffocating by maximum vigilance of the terrorist groups to neutralization. A global network of real-time sensor-shooter linkage supported by agile and mobile forces dispersed around key nodes would successfully discourage any country to allow a haven for terrorist groups. “Network-centric warfare is characterized by the ability of geographically dispersed forces to attain a high level of shared battle-space awareness that is exploited to achieve massed effects swiftly without the physical massing of forces required in the past.” 6 This global rapid response system necessitates the reduction and relocation of forces still surrounding the Russian Federation following the old containment strategy. The Pentagon needed to find relevant force projection space to replace that of the past in its reconfiguration of the U.S. ground forces stationed around the globe. In the eyes of the Pentagon’s transformation planners, large contingents of U.S. ground forces on the Korean peninsula, equipped with heavily armored vehicles, impeding mobility, look somewhat outdated and less adaptable to the requirements of new missions in America’s war on terrorism. Other encouraging changes include enhanced lift capabilities and improved deployability of Rapid Deployment Forces (RDF). Transport aircraft like the C-17 now allow for rapid airlift of soldiers and even armored vehicles, reducing the need for advance deployment of large-scale ground forces. The Stryker Brigade Combat Team (SBCT), a crucial component of the Army’s multifunctional Unit of Action (UA) under future chain of command such as UEx and UEy, will replace the army brigades. The future combat team of light infantry troops can be dispatched together with light armored vehicles to any part of the world. This attests to the desire of the U.S. Department of Defense for a global basing system that would reshape U.S. troops overseas to be smaller, modular, mobile, and thus adaptable to carrying out network-centric warfare against scattered and invisible enemies. Rumsfeld has specially emphasized speed, noting that, “In order to defend the American cities, allies, and deployed forces the United States is required to have rapidly deployable, fully-integrated, forces capable of reaching distant theaters quickly and working with air and sea forces to strike adversaries swiftly and with devastating effect.” 7 Accordingly, the Pentagon’s Office of Force Transformation laid out their requirements in the Global Defense Posture Review (GPR), noting that only forces oriented around “speed” are able to define or alter the initial conditions on terms favorable to the U.S. interests, effectively dissuading and defeating asymmetric threats of non-state adversaries. 8 Their report again proudly states, “The U.S. military is developing an enhanced forward deterrent posture through the integration of new combinations of immediately employable, forward stationed and deployed forces; globally available reconnaissance, strike, and command and control (C2) assets; information operations capabilities; and rapidly deployable, highly lethal, and sustainable forces that may come from outside a theater of operations.” 9 According to the transformation research team, ubiquitous, seamlessly joint, and virtually omniscient forces with capabilities for overcoming distance are expected to effectively break the will or otherwise shape the behavior of the elusive enemy. 10 Allowing no safe, hardened sanctuary anywhere in the globe, the potential adversary would no longer retain the will to fight, or would be so disoriented that they can no longer fight or react coherently. 11

Their defense doesn’t apply – NCW is a paradigm shift, not about technology

Croser 7 (Caroline Croser, PhD from Lancaster University in Defence and Security Studies, Nov. 7, “ORGANISING COMPLEXITY: MODES OF BEHAVIOUR IN A NETWORKED BATTLESPACE”, http://www.army.gov.au/lwsc/Docs/WP_133.pdf)

Perhaps one of the most common preconceptions about NCW and force transformation is their reliance on information and communications technologies (ICTs). Critics of NCW see it as a grab bag of ‘shiny’ weapons (such as laserguided precision munitions), sophisticated stand-off intelligence, surveillance and reconnaissance (ISR) capabilities (such as uninhabited aerial vehicles), and complicated and potentially centralising command and control technologies. 12 Even in its ‘best’ and most sophisticated expression, NCW and force transformation attempt to make the information-technology driven changes apparent in the economic and social spheres of Western societies central to the changing of the US military; this is not necessarily an unfair criticism. Without ICTs, NCW would not exist. Yet (and, again, only the best of) NCW thinking on this issue does not think technology is nearly sufficient to bring about truly ‘transformational’ change. NCW is fundamentally about understanding the world differently (as a ‘network’ or ‘system of systems’), and/or understanding a world made different by networking technologies. In the words of one of the pioneers of NCW doctrine, the late Vice Admiral Arthur Cebrowski: Warfare is about human behaviour in a context of organized violence directed toward political ends. So, network-centric warfare (NCW) is about human behaviour within a networked environment. 13 Definitions of NCW vary, with common emphases including the ability of appropriately networked forces to: • gain and maintain information supremacy • increase the speed of command, and get inside the enemy’s C2 ‘loop’ • increase shared situational awareness, enabling the effective maintenance of the physical dispersion of forces through the battlespace, and allowing for the development of self-synchronising behaviour during battle • develop high rates of change • enhance jointness of operations • compress previously separate levels of warfare (the strategic, tactical, and operational), such that actions in one may directly impact on another. 14 Network-centric warfare is often summarised in a shorthand of compressing and ‘complexifying’ the sensor-to-shooter chain—making it quicker for information to pass from the sensor to the shooter, while having the option to pass targeting information to multiple shooters, not simply to a dedicated platform or unit—in a way that allows a nonlinear interaction with battlespace. 15 While this may be an accurate interpretation of one of the effects of NCW, it is important to remember that the broadest conceptions of NCW see it as a more general ambition. As it has come to be expressed in the idea of force transformation, NCW is nothing less than an attempt to shift the entire footing of the US military: all facets of operation—logistical, doctrinal, strategic, training, technological, and organisational—are to be altered to reflect their involvement in a networked environment. In the words of Cebrowski and Gartska in their seminal article on NCW: Network-centric warfare and all of its associated revolutions in military affairs grow out of and draw their power from the fundamental changes in American society. These changes have been dominated by the coevolution of economics, information technology, and business processes and organizations, and they are linked by three themes: • The shift in focus from the platform to the network • The shift from viewing actors as independent to viewing them as part of a continuously adapting ecosystem • The importance of making strategic choices to adapt or even survive in such changing ecosystems. 16 Transformation and NCW are about making the world view espoused by Cebrowski and Gartska central to the operation of the military. In this world view, the military operates in a broader ‘system of systems’ (military, social, political, economic, to name but a few) and must acknowledge the way in which such systems affect its capacities, while at the same time exploiting the possibilities posed by this situation. Thus, logistics become ‘just in time’, and ultimately, ‘sense and respond’, deliberately following the lead of market pioneers who have taken advantage of the networking properties of ICTs, including companies like Walmart and Amazon.com. 17 An emphasis falls on enhancing the military’s capacity to work in interagency contexts (including non-military government agencies, international organisations and NGOs) rather than a ‘simple’ need for jointness. 18 Fighting, at a tactical as well as an operational level, makes use of networked capabilities in ways such as synchronising geographically remote, but electronically ‘visible’ forces. 19 Transformation and NCW, then, are about more than adding networking technologies to the US military: they are about a self-conscious attempt to transform the military to respond to its role in a broader environment made up of networks and systems. According to the Office of Force Transformation, the emphasis becomes ‘transforming how we do business’, ‘transforming how we work with others’ and ‘transforming how we fight’.

1AC Aerospace Industry

Uncertainty is growing but certainty is key to maintaining aerospace leadership – Constellation and other cancellations prove

ASAP, 11

[Aerospace Safety Advisory Panel, released January 13, http://www.nasa.gov/pdf/510098main_2010_ASAP_Annual_Report.pdf, NKN]

For a considerable period, the need for clarity and constancy of purpose has been a key ASAP message. Today the issue is still present and becoming ever more pressing. What is NASA’s exploration mission? The debate’s concentration on the ability of commercial providers to offer transportation to Low Earth Orbit (LEO) has overshadowed the much larger debate about exploration beyond LEO. What should our next destination goal be? An asteroid? The Moon? Mars? The decision affects the necessary technology programs needed to prepare for such a mission. More importantly, from the aspect of safety, the lack of a defined mission can negatively affect workforce morale and the ability to attract and maintain the necessary skill sets needed for this high-technology venture. The lack of clarity and constancy of purpose increases the likelihood that essential knowledge and competencies in the workforce (either contractor or Government), such as those involving important safety considerations, lessons learned, and past experience, will not be present to effectively reduce risk going into the future. Even for commercial transportation to LEO, we find uncertainty. What is to be the acquisition strategy to integrate commercial programs to support NASA’s LEO mission? What is to be the system of oversight that protects both NASA astronaut safety and general public safety, given a system of commercial providers? If something goes wrong, who would be liable? When one considers assigning Government “employees” (i.e., astronauts) to a commercial vehicle, what are the criteria for validating their safety, what is the process for determining that the criteria have been met, and how do we know that initial safety precautions/designs have been maintained? In effect, how safe is safe enough for either exploration or sustainment missions? Clearly, uncertainty is driving the safety risk factor to a higher level, as it does in any endeavor. Space travel’s significant challenges merely heighten the exposure and the consequences. NASA’s stated goals from 2008 to 2010 have changed dramatically. The Moon and Mars sequential exploration objectives were substantially changed or discarded, and associated hardware development such as the Constellation Program was proposed for cancellation. These changes, together with others such as questions regarding the use of Orion, are examples of how uncertainty has become a critical issue. 

A key point has been made by each Center that the ASAP has visited over this past year—the lack of guidance, clarity, and mission has increased the potential for risk, negative consequences to the workforce, and additional expense resulting from duplicative efforts or efforts that are ultimately determined to be unnecessary due to a change of course. In the ASAP’s view, it is not in the Nation’s best interest to continue functioning in this manner. The Congress, the White House, and NASA must quickly reach a consensus position on the future of the Agency and the future of the United States in space. The discussion must move beyond LEO and on to the necessary steps needed to achieve our future in space, whatever that might be. The constancy of purpose drives workforce loyalty and high achievement and attracts high levels of expertise that clearly make for a safer and lower-risk solution. The ASAP recognizes that this is a fundamental problem that NASA alone cannot solve. It goes beyond the Agency—and clearly is on the shoulders of the Administration and Congress, and that is where it ultimately must be addressed. 

No advantage counterplans – the plan is the biggest prize for the aerospace industry – we cite insiders at Boeing and Lockheed

Reuters, 8

[Andrea Shalal-Esa, “Satellite delay might hurt US Troops”, October 20, http://www.reuters.com/article/2008/10/20/us-pentagon-satellite-idUSTRE49J8IW20081020, NKN]

Boeing and Lockheed, which is teamed with Northrop Grumman Corp, are anxiously awaiting news about whether the Pentagon will extend existing risk reduction contracts with each of the companies for early work on the TSAT program. If those contracts -- which already amount to over $1.2 billion -- are not extended when they expire in January, the companies may have to lay off engineers and designers, industry officials said. That could make the next incarnation of TSAT even more costly, Thompson said. Boeing spokeswoman Diana Ball said TSAT was "the big prize" for industry since it was the only new unclassified military space development project at the moment. "In terms of new military procurement work, TSAT was the mother lode," she said. Lockheed spokesman Tom Jurkowsky said his company had not been officially notified of any change to the TSAT program. He said Lockheed had done significant work to reduce any technological risks associated with the program. 

We have a solvency advocate – plan solves uncertainty and the technology is ready to go

Joint Defense Science Board, 8

[Report of the Joint Defense Science Board Intelligence Science Board Task Force on Integrating Sensor-Collected Intelligence, November, http://www.fas.org/irp/agency/dod/dsb/sensors.pdf, NKN]

The Secretary of Defense should direct full funding for the key programs, TSAT and JTRS in particular, and push for their earliest possible deployments. This should be done concurrent with critical reviews of continuing legacy systems procurements since these may not be able to provide the required net-centric capabilities. 

Both GAO and independent assessments have determined that the technologies necessary for TSAT development are mature. History tells us that funding inadequacy and uncertainty inevitably lead to cost and schedule increases, and that operational users are reluctant to transition away from a legacy system to one whose future is uncertain. Fully funding and aggressively executing the TSAT program is therefore essential. Accordingly, the USAF should be directed to establish a firm cost, schedule, and performance baseline and aggressively execute it, and should adequately and fully fund full scale development of the TSAT system. 

Space sector decline spills over – collapses U.S. aerospace industry

Thompson, 9 

[David, President of American Institute of Aeronautics and Astronautics (AIAA), “The Aerospace Workforce”, Federal News Service, 12-10, L/N, NKN]

Aerospace systems are of considerable importance to U.S. national security, economic prosperity, technological vitality, and global leadership. Aeronautical and space systems protect our citizens, armed forces, and allies abroad. They connect the farthest corners of the world with safe and efficient air transportation and satellite communications, and they monitor the Earth, explore the solar system, and study the wider universe. The U.S. aerospace sector also contributes in major ways to America's economic output and high- technology employment. Aerospace research and development and manufacturing companies generated approximately $240 billion in sales in 2008, or nearly 1.75 percent of our country's gross national product.  They currently employ about 650,000 people throughout our country. U.S. government agencies and departments engaged in aerospace research and operations add another 125,000 employees to the sector's workforce, bringing the total to over 775,000 people. Included in this number are more than 200,000 engineers and scientists -- one of the largest concentrations of technical brainpower on Earth. However, the U.S. aerospace workforce is now facing the most serious demographic challenge in his 100-year history. Simply put, today, many more older, experienced professionals are retiring from or otherwise leaving our industrial and governmental aerospace workforce than early career professionals are entering it.  This imbalance is expected to become even more severe over the next five years as the final members of the Apollo-era generation of engineers and scientists complete 40- or 45-year careers and transition to well-deserved retirements. In fact, around 50 percent of the current aerospace workforce will be eligible for retirement within just the next five years. Meanwhile, the supply of younger aerospace engineers and scientists entering the industry is woefully insufficient to replace the mounting wave of retirements and other departures that we see in the near future. In part, this is the result of broader technical career trends as engineering and science graduates from our country's universities continue a multi-decade decline, even as the demand for their knowledge and skills in aerospace and other industries keeps increasing.  Today, only about 15 percent of U.S. students earn their first college degree in engineering or science, well behind the 40 or 50 percent levels seen in many European and Asian countries. Due to the dual-use nature of aerospace technology and the limited supply of visas available to highly-qualified non-U.S. citizens, our industry's ability to hire the best and brightest graduates from overseas is also severely constrained. As a result, unless effective action is taken to reverse current trends, the U.S. aerospace sector is expected to experience a dramatic decrease in its technical workforce over the next decade.  Your second question concerns the implications of a cutback in human spaceflight programs. AIAA's view on this is as follows. While U.S. human spaceflight programs directly employ somewhat less than 10 percent of our country's aerospace workers, its influence on attracting and motivating tomorrow's aerospace professionals is much greater than its immediate employment contribution. For nearly 50 years the excitement and challenge of human spaceflight have been tremendously important factors in the decisions of generations of young people to prepare for and to pursue careers in the aerospace sector.  This remains true today, as indicated by hundreds of testimonies AIAA members have recorded over the past two years, a few of which I'll show in brief video interviews at the end of my statement. Further evidence of the catalytic role of human space missions is found in a recent study conducted earlier this year by MIT which found that 40 percent of current aerospace engineering undergraduates cited human space programs as the main reason they chose this field of study.  Therefore, I think it can be predicted with high confidence that a major cutback in U.S. human space programs would be substantially detrimental to the future of the aerospace workforce. Such a cutback would put even greater stress on an already weakened strategic sector of our domestic high-technology workforce. Your final question centers on other issues that should be considered as decisions are made on the funding and direction for NASA, particularly in the human spaceflight area. In conclusion, AIAA offers the following suggestions in this regard.  Beyond the previously noted critical influence on the future supply of aerospace professionals, administration and congressional leaders should also consider the collateral damage to the space industrial base if human space programs were substantially curtailed. Due to low annual production rates and highly-specialized product requirements, the domestic supply chain for space systems is relatively fragile. Many second- and third-tier suppliers in particular operate at marginal volumes today, so even a small reduction in their business could force some critical suppliers to exit this sector.  Human space programs represent around 20 percent of the $47 billion in total U.S. space and missile systems sales from 2008. Accordingly, a major cutback in human space spending could have large and highly adverse ripple effects throughout commercial, defense, and scientific space programs as well, potentially triggering a series of disruptive changes in the common industrial supply base that our entire space sector relies on.

That’s key to the overall economy – aerospace has an indirect multiplier effect your defense don’t assume

Bugos, 10

[Glenn E., former Prof. @ CalTech, engineer of several Air Force projects, contributor to journals; Article edited by Robert, Professor of Economics @ Wake Forest (the alma mater of Seth Gannon);. “The History of the Aerospace Industry”, February 1, http://eh.net/encyclopedia/article/bugos.aerospace.industry.history, NKN]

The aerospace industry ranks among the world's largest manufacturing industries in terms of people employed and value of output. Yet even beyond its shear size, the aerospace industry was one of the defining industries of the twentieth century. As a socio-political phenomenon, aerospace has inflamed the imaginations of youth around the world, inspired new schools of industrial design, decisively bolstered both the self-image and power of the nation state, and shrunk the effective size of the globe. As an economic phenomenon, aerospace has consumed the major amount of research and development funds across many fields, subsidized innovation in a vast array of component technologies, evoked new forms of production, spurred construction of enormous manufacturing complexes, inspired technology-sensitive managerial techniques, supported dependent regional economies, and justified the deeper incursion of national governments into their economies. No other industry has so persistently and intimately interacted with the bureaucratic apparatus of the nation state. Aerospace technology permeates many other industries -- travel and tourism, logistics, telecommunications, electronics and computing, advanced materials, civil construction, capital goods manufacture, and defense supply. Here, the aerospace industry is defined by those firms that design and build vehicles that fly through our atmosphere and outer space. 

Economic decline increases conflict – 7 reasons and stats prove 

Royal, 10 

[Jedediah, Director of Cooperative Threat Reduction – U.S. Department of Defense, “Economic Integration, Economic Signaling and the Problem of Economic Crises”, Economics of War and Peace: Economic, Legal and Political Perspectives, Ed. Goldsmith and Brauer, p. 213-215]

Less intuitive is how periods of economic decline may increase the likelihood of external conflict. Political science literature has contributed a moderate degree of attention to the impact of economic decline and the security and defence behaviour of interdependent states. Research in this vein has been considered at systemic, dyadic and national levels. Several notable contributions follow. First, on the systemic level, Pollins (2008) advances Modelski and Thompson's (1996) work on leadership cycle theory, finding that rhythms in the global economy are associated with the rise and fall of a pre-eminent power and the often bloody transition from one pre-eminent leader to the next. As such, exogenous shocks such as economic crises could usher in a redistribution of relative power (see also Gilpin. 1981) that leads to uncertainty about power balances, increasing the risk of miscalculation (Feaver, 1995). Alternatively, even a relatively certain redistribution of power could lead to a permissive environment for conflict as a rising power may seek to challenge a declining power (Werner. 1999). Separately, Pollins (1996) also shows that global economic cycles combined with parallel leadership cycles impact the likelihood of conflict among major, medium and small powers, although he suggests that the causes and connections between global economic conditions and security conditions remain unknown. Second, on a dyadic level, Copeland's (1996, 2000) theory of trade expectations suggests that 'future expectation of trade' is a significant variable in understanding economic conditions and security behaviour of states. He argues that interdependent states are likely to gain pacific benefits from trade so long as they have an optimistic view of future trade relations. However, if the expectations of future trade decline, particularly for difficult to replace items such as energy resources, the likelihood for conflict increases, as states will be inclined to use force to gain access to those resources. Crises could potentially be the trigger for decreased trade expectations either on its own or because it triggers protectionist moves by interdependent states.4 Third, others have considered the link between economic decline and external armed conflict at a national level. Blomberg and Hess (2002) find a strong correlation between internal conflict and external conflict, particularly during periods of economic downturn. They write: The linkages between internal and external conflict and prosperity are strong and mutually reinforcing. Economic conflict tends to spawn internal conflict, which in turn returns the favour. Moreover, the presence of a recession tends to amplify the extent to which international and external conflicts self-reinforce each other. (Blomberg & Hess, 2002. p. 89) Economic decline has also been linked with an increase in the likelihood of terrorism (Blomberg, Hess, & Weerapana, 2004), which has the capacity to spill across borders and lead to external tensions. Furthermore, crises generally reduce the popularity of a sitting government. "Diversionary theory" suggests that, when facing unpopularity arising from economic decline, sitting governments have increased incentives to fabricate external military conflicts to create a 'rally around the flag' effect. Wang (1996), DeRouen (1995). and Blomberg, Hess, and Thacker (2006) find supporting evidence showing that economic decline and use of force are at least indirectly correlated. Gelpi (1997), Miller (1999), and Kisangani and Pickering (2009) suggest that the tendency towards diversionary tactics are greater for democratic states than autocratic states, due to the fact that democratic leaders are generally more susceptible to being removed from office due to lack of domestic support. DeRouen (2000) has provided evidence showing that periods of weak economic performance in the United States, and thus weak Presidential popularity, are statistically linked to an increase in the use of force. In summary, recent economic scholarship positively correlates economic integration with an increase in the frequency of economic crises, whereas political science scholarship links economic decline with external conflict at systemic, dyadic and national levels.5 This implied connection between integration, crises and armed conflict has not featured prominently in the economic-security debate and deserves more attention. 

***ISR ADV
.

EXT: TSAT Solves
Solves all internal links to ISR

Northrop Grunsman 6 (TSAT. http://www.irconnect.com/noc/press/pages/news_releases.html?d=110183)
A Transformational Satellite Communications (TSAT) team led by Lockheed Martin (NYSE:LMT) and Northrop Grumman Corporation (NYSE:NOC) has applied an integrated payload test bed to demonstrate how TSAT will enable new, network-centric missions for the U.S. military such as intelligence, surveillance and reconnaissance (ISR) operations not realizable today. Building upon the Milstar satellite communications network currently in operation and the Advanced Extremely High Frequency (EHF) system now in production, TSAT will provide protected, mobile, broadband, Internet protocol (IP)-based connectivity to strategic and tactical users around the globe. The Lockheed Martin / Northrop Grumman demonstrations to U.S. military services and government agencies showed how data from multiple ISR platforms can be fused and disseminated to achieve common situational awareness across command and control centers, warfighters on the ground, sea, and air and decision-makers in the continental U.S. to enable rapid communications on the move for "sensor-to-shooter" operations. The demonstrations included actual satellite brassboard equipment developed on the TSAT Risk Reduction and System Definition contract with user collector and command and control applications and sophisticated network emulation devices. Test bed demonstrations highlighted the potential for TSAT-enabled network-centric ISR operations currently not possible, including the precision location of non-traditional, low-power target emitters such as cell phones, and the transmission of real-time, conventional and hyper spectral imagery and video from airborne and space-based ISR sensors. Those demonstrations featured collaboration among the Combined Air Operations Center staff, the crew of a command and control (C2) aircraft, an analysis center located in the U.S. and Special Operations Forces on the ground. The TSAT test bed is the product of collaboration among government and industry. Key TSAT payload technologies - laser communications and a Next Generation Processor Router - were developed under management of the U.S. Air Force Military Satellite Communications Systems Wing, located at the Air Force Space and Missile Systems Center, Los Angeles Air Force Base, Calif., and validated by Lincoln Labs, at the Massachusetts Institute of Technology. The team developed the payload brassboard equipment, network and terminal emulators, and operational scenarios to fully represent the end-to-end TSAT system. The test bed simulated Global Hawk airborne ISR equipment, space ISR, along with E2 Hawkeye command and control aircraft equipment interfaced with the TSAT end-to-end system to demonstrate the operational benefits of common situational awareness and sensor-to-shooter connectivity. The test bed also demonstrated the team's experience in integrating the technologies required for TSAT. Hardware and software have been implemented in the test bed to address flight TSAT requirements, and can be carried forward to the flight unit design, thereby reducing risk in the flight system development. "We are addressing the system aspects and integration challenges of TSAT head-on," said Rick Skinner, vice president of Transformational Communications at Lockheed Martin. "Beyond the risk reduction of TSAT technologies, our team is going the extra step by demonstrating the integration of these technologies and how this new system enables new mission capabilities for the warfighter." "With technology risk reduction on track, integration challenges addressed, and a TSAT block approach, which provides substantial weight and power margins on the first block, the execution risk of TSAT is well within that already managed successfully on Milstar II and Advanced EHF," said Stuart Linsky, vice president of Satellite Communications at Northrop Grumman. "Add to that a large base of protected satcom engineering resources available from the Advanced EHF program's transition into production, and we are well prepared to move forward now with TSAT development.

EXT: China Winning ISR

China has MASTERED C4ISR- if left unchecked they will challenge the US

Li 11 (Thian-hok, staff writer for the Taipei Times. The US cannot appease the Chinese http://www.taipeitimes.com/News/editorials/archives/2011/04/07/2003500098)

The People’s Liberation Army (PLA) has been modernizing at a rapid pace. China’s defense spending has increased by double-digit percentages annually since the late 1990s. The PLA has mastered the C4ISR (command, control, communications, computers, intelligence, surveillance and reconnaissance) system of joint force fighting. Its modernization is not limited to the development of anti-access, area denial weapons against US forces, but also cyber war and space war capabilities. The PLA has demonstrated its ability to shoot down US military satellites. In cyber warfare, the wartime objectives include paralyzing an adversary’s information and communication systems, and destruction of financial data and infrastructure such as power grids and water supplies. Given China’s multi-pronged efforts to compete with the US, it is not prudent to blithely assume that China’s intentions will always be peaceful. By excluding Chinese history from his analysis, Glaser also misjudges the motives behind China’s behavior. China’s military modernization is not primarily motivated by its insecurity, as Glaser asserts. China is not threatened by the US or any of its neighbors.

They have been rapidly modernizing C4ISR

Minnick 9 (Wendell, staff writer for the Defense News. “China continuing modernization push” http://www.defensenews.com/story.php?i=4046007&c=FEA&s=SPE bCliff)
"For the past year, there has also been a lot of emphasis on operating in what they call a 'complex electromagnetic environment,'" said Wortzel, vice chairman of the U.S.-China Economic and Security Review Commission. This "environment" involves China's attempt to eliminate weaknesses in its C4I training and increased emphasis on destroying the enemy's operational systems. This includes the development of counterspace, computer network operations and anti-radiation systems. It also includes the creation of space-based and land-based C4ISR capabilities. PLA theorists refer to this as "integrated network electronic warfare" (wangdian yitizhan). Recent media reports of Chinese cyberintrusion and attacks on U.S. government computers and pro-Tibet Web sites are examples. "Across the PLA, field and communications exercises are emphasizing the ability to operate through serious jamming, other forms of electronic warfare and cyberwarfare," Wortzel said. "That also means that the PLA is training to work through problems that would be caused by the PLA's own electronic warfare and countermeasures. The General Staff Department apparently envisions operations against a sophisticated adversary that can do serious damage to China's own C4ISR capabilities," he said. The PLA is not likely to discontinue modernization efforts despite the economic crisis, though there might be a shift to internal security concerns arising from civil disorder, food riots, so-called terrorism in Tibet and Muslim areas, and internal threats to the Chinese Communist Party. 

AT: No China Rise

This just makes them modernize ISR faster because to account for the conventional gap

Erickson 11 (Andrew, analyst at the Jamestown Institute. Red China: Satellites Support Growing PLA Maritime Monitoring and Targeting Capabilities  http://www.freerepublic.com/focus/f-news/2671999/posts)

New satellites are enhancing Chinese command, control, communications, computers, intelligence, surveillance, and reconnaissance (C4ISR) capabilities. These systems will enable the Chinese military to strengthen cueing, reconnaissance, communications, and data relay for maritime monitoring and targeting. The successful achievement of high quality real time satellite imagery, target-locating data and fusion, as well as reliable indigenous satellite navigation and positioning would facilitate holding enemy vessels at risk via devastating multi-axis strikes involving precision-guided ballistic and cruise missiles. Emerging space-based C4ISR capabilities could thus greatly increase China’s capability to use military means to assert its interests along its contested maritime periphery. Beijing’s satellite capabilities, while still far from cutting-edge in many respects, are improving rapidly. China today has only a fraction of the overall space capability of the United States, retains major gaps in coverage in every satellite application, and relies to a considerable extent on technology acquired through non-military programs with foreign companies and governments. Beijing will likely purchase supplementary “high-resolution, electro-optical and synthetic aperture radar commercial imagery,” according to the U.S. Department of Defense (DoD), until it is able to deploy a more advanced set of reconnaissance satellites in the coming decade. The current sources of Chinese space imagery include “all of the major providers including Spot Image (Europe), Infoterra (Europe), MDA (Canada), Antrix (India), GeoEye (United States), and Digital Globe (United States)” [1]. Yet, Beijing is combining foreign knowledge with increasingly robust indigenous capabilities to produce significant advances in maritime C4ISR. High-resolution satellites, launchers, and launch infrastructure are prioritized. China is developing and acquiring relevant technologies via all available means, with satellite-specific “thermal insulation blankets” and “traveling wave tubes” cited by DoD as particular areas of foreign collection [2]. Chinese satellite developers are implementing a competitive workplace culture that emphasizes modern management, standardization, quality control (including ISO 9000 management initiatives) and emerging mass production ability—part of a larger trend in China’s dual-use military-technological projects [3]. China’s in-orbit assets are growing rapidly. Near/real-time C4ISR is facilitated increasingly by China’s integrated Qu Dian system and related networks and data links, which include secure People’s Liberation Army (PLA) voice/data communications provided by Fenghuo/Zhongxing/Shentong comsats [4]. Detection and Targeting from Space These advances are greatly improving China’s ability to monitor and threaten force deployments on its periphery. According to VADM David Dorsett, Deputy Chief of Naval Operations (CNO) for Information Dominance, “Ten years ago if you looked at their C4ISR capabilities they did not have an over-the-horizon radar. They had virtually […] no ISR satellites. They now have a competent capability in ISR and over-the-horizon radars, but the years from now we expect a much greater increase in the numbers of satellites they have in orbit and their capability to fuse information” [5]. Specifically, DoD added that: “The PLA Navy is improving its over-the-horizon (OTH) targeting capability with Sky Wave and Surface Wave OTH radars. OTH radars could be used in conjunction with imagery satellites to assist in locating targets at great distances from PRC shores to support long range precision strikes, including by anti-ship ballistic missiles” (ASBM) [6]. A wide range of Chinese technical sources concur with the DoD’s assessment. According to two researchers affiliated with the PLA Navy Aviation Engineering Academy: “Through the integration of the data obtained via a number of different satellites, and with the addition of processing and data fusion, [one could] guarantee missile guidance requirements for all types of target information for a long-range ASBM strike” [7]. Satellites are already a key emerging link in ISR architecture that the PLA needs to detect, track, and—in a worst-case scenario—strike foreign surface vessels on its contested maritime periphery. China is developing a wide variety of precision weapons, including the initial operational capability-equivalent (IOC) DF-21D ASBM, which would benefit greatly from improved ISR capabilities. According to VADM Dorsett, while data fusion probably remains a challenge and China’s ASBM has yet to be tested against sea-based maneuvering targets, “China likely has the space based intelligence, surveillance and reconnaissance (ISR), command and control structure, and ground processing capabilities necessary to support DF-21D employment. China operates a wide spectrum of satellites, which can provide data useful for targeting within its maritime region.” Moreover, “China’s non-space based ISR could provide the necessary information to support DF-21D employment. This includes aircraft, UAVs, fishing boats, and over-the-horizon radar for ocean surveillance and targeting” [8]. This is significant, as many previous Chinese and foreign open source assessments claimed that the lack of satellite/C4ISR infrastructure precluded effective ASBM employment. Demonstrated Chinese ASBM capability to strike a moving maritime target would not only suggest the potency of a new, unique weapons system, but also serve as a bellwether of emerging C4ISR-supported anti-access/area denial (A2/AD) capabilities. China’s ~15 reconnaissance-capable satellites include electro-optical, multi- and hyper-spectral, and radar, especially synthetic aperture radar (SAR). Several satellite series are particularly relevant to maritime monitoring. 

***NCW Adv

EXT: TSAT Solves

Plan is the linchpin of NCO – need to meet demand and expand networking capacity

Joint Defense Science Board Intelligence Science Task Force, 8

[Report of the Joint Defense Science Board Intelligence Science Board Task Force on Integrating Sensor-Collected Intelligence, November, http://www.fas.org/irp/agency/dod/dsb/sensors.pdf, NKN]

DoD has made progress towards realizing its net-centric communications goal, but more needs to be done to remedy shortcomings: ƒ Implementation of the TCA is not well coordinated and capacity lags demand, indicating a definite need to pick up the pace. ƒ Our rapidly growing airborne ISR collection capabilities are not in balance with supporting communications. ƒ A clear need exists for more assured communications capacity as well as networking capability for units at the tactical edge, with focus on SATCOM (TSAT) and network capable software-defined radios (JTRS). 

Plan is key to NCO and GPS reform – solves ISR and warfighting

Joint Defense Science Board Intelligence Science Task Force, 8

[Report of the Joint Defense Science Board Intelligence Science Board Task Force on Integrating Sensor-Collected Intelligence, November, http://www.fas.org/irp/agency/dod/dsb/sensors.pdf, NKN]

The task force believes very strongly that continuing to expend funds on the current architecture and its legacy systems will not and cannot deliver the required improvements. The core of the net-centric architecture is the high capacity, IP-capable assured communications backbone, including TSAT, as well as networking capability for tactical forces through JTRS. Without this core communications capability, net-centric operations are not possible. The provision of sufficient, assured satellite capacity and flexibility in user ground equipment, both fixed and mobile, is critical to ISR support for mobile and globally deployed theater commanders and tactical users. And because of the variety of ISR collectors available, the architecture must make it possible for these sources to be accessed easily, and seamlessly integrated. The task force concluded that TSAT and corresponding JTRS radios are critical to: ƒ Providing ships and mobile land forces with needed access to time-sensitive ISR data. ƒ Ensuring that communications are protected from enemy jamming. ƒ Maximizing utility of ISR data by facilitating integration and use of data collected from multiple and diverse sensors. ƒ Handling the rapidly increasing quantity of ISR data generated by the growing fleet of unmanned air systems.

TSAT and JTRS key to sustaining power projecting and NCO – military infrastructure collapse inevitable without the plan

Joint Defense Science Board Intelligence Science Task Force, 8

[Report of the Joint Defense Science Board Intelligence Science Board Task Force on Integrating Sensor-Collected Intelligence, November, http://www.fas.org/irp/agency/dod/dsb/sensors.pdf, NKN]

Assured, high capacity communications are essential to making ISR information available to military forces and national security agencies as needed, when needed. ƒ Mobile land forces and ships at sea now lack adequate ISR support communications capabilities. ƒ DoD is progressing towards its net-centric communications goal, but realization is impeded by an enormous legacy inventory and a slow pace of implementation. ƒ More quickly integrating ISR data collected from multiple sensors offers significant benefits, but will require a substantial increase in DoD’s satellite communications capacity. ƒ Rapidly growing airborne ISR collection capabilities are outstripping the supporting communications infrastructure, with satellite communications and local distribution of data the limiting factors. ƒ Existing development and acquisition programs, particularly the Transformational Satellite System (TSAT) and the Joint Tactical Radio System (JTRS), will provide critical ISR support capabilities and can narrow the communications capacity gap, but are at risk due to cost and schedule challenges as well as competition for funding with other Defense needs. 

EXT: Key To Heg

Network centric warfare is crucial to maintaining hegemony

Wilson 4 (Clay Wilson, Specialist in Technology and National Security Foreign Affairs, Defense, and Trade Division at the Congressional Research Service, June 2, 2004, “Network Centric Warfare: Background and Oversight Issues for Congress”, http://fpc.state.gov/documents/organization/33858.pdf bcliff)

Introduction This report provides background information and discusses possible oversight issues for Congress on DOD’s strategy for implementing network centric warfare (NCW). NCW forms a central part of the Administration’s plans for defense transformation. Possible issues for Congress are whether to approve, modify, or reject the Administration’s plans for implementing NCW. Congress’ decisions on this issue could affect future U.S. military capabilities, the composition of U.S. defense spending, and the ability of U.S. military forces to operate in conjunction with allied military forces. Additionally, while proponents argue that NCW may improve both the efficiency and effectiveness of combat operations, others argue that questions remain about (1) the interoperability of information systems for joint and coalition forces, (2) a shortage of available bandwidth to support NCW operations, and (3) possible unexpected outcomes when using data-dependent systems. Background Defense Transformation Defense transformation involves large-scale, discontinuous, and possibly disruptive changes in military weapons, organization, and concepts of operations (i.e., approaches to warfighting) that are prompted by significant changes in technology or the emergence of new and different international security challenges.1 Many observers believe that a U.S. military transformation is necessary to ensure U.S. forces continue to operate from a position of overwhelming military advantage in support of national objectives.2 The administration has stated that DOD must transform to achieve a fundamentally joint, network centric, distributed force structure capable of rapid decision superiority. To meet this goal, DOD is building doctrine, training, and procurement practices to create a culture of continual transformation that involves people, processes, and systems. 

Makes us badass

Wilson 4 (Clay Wilson, Specialist in Technology and National Security Foreign Affairs, Defense, and Trade Division at the Congressional Research Service, June 2, 2004, “Network Centric Warfare: Background and Oversight Issues for Congress”, http://fpc.state.gov/documents/organization/33858.pdf bcliff)

Advantages of NCW. Emerging literature supports the theory that power is increasingly derived from information sharing, information access, and speed. This view has been supported by results of recent military operational experiences 22 showing that when forces are truly joint, with comprehensively integrated capabilities and operating according to the principles of NCW, they can fully exploit the highly path-dependent 23 nature of information age warfare. Some resulting military advantages of NCW operations include the following: (1)Networked forces can consist of smaller-size units that can travel lighter and faster, meaning fewer troops with fewer platforms and carrying fewer supplies can perform a mission effectively, or differently, at a lower cost. (2)Networked forces can fight using new tactics. During OIF, U.S. Army forces utilized movement that was described by some as “swarm tactics.” Because networking allows soldiers to keep track of each other when they are out of one another’s sight, forces could move forward in Iraq spread out in smaller independent units, avoiding the need to maintain a tight formation. Using “swarm tactics,” unit movements are conducted quickly, without securing the rear. All units know each other’s location. If one unit gets into trouble, other independent units nearby can quickly come to their aid, “swarming” to attack the enemy from all directions at once. Benefits may include the following: (1) fewer troops and less equipment are needed, so waging war is less expensive; (2) it is harder for an enemy to effectively attack a widely dispersed formation; (3) combat units can cover much more ground, because they do not have to maintain a formation or slow down for lagging vehicles; (4) knowing the location of all friendly units reduces fratricide during combat operations; and (5) swarming allows an attack to be directed straight into the heart of an enemy command structure, undermining support by operating from the inside, rather than battling only on the periphery. (3)The way individual soldiers think and act on the battlefield is also changing. When a unit encounters a difficult problem in the field, they radio the Tactical Operations Center, which types the problem into an online chat room, using Microsoft Chat software. The problem is then “swarmed” by experts who may be located as far away as the Pentagon. 24 (4)The sensor-to-shooter time is reduced. Using NCW systems, soldiers in the field have the capability to conduct an “on site analysis” of raw intelligence from sensor displays, rather than waiting for return analysis reports to arrive back from the continental United States. 25 

EXT: Netwar Solves All Conflict

Key stabilizing deterrent

Wilson 4 (Clay Wilson, Specialist in Technology and National Security Foreign Affairs, Defense, and Trade Division at the Congressional Research Service, June 2, 2004, “Network Centric Warfare: Background and Oversight Issues for Congress”, http://fpc.state.gov/documents/organization/33858.pdf)

The network centric approach to warfare is the military embodiment of information age concepts. Studies 3 have shown that networking enables forces to undertake a different range of missions than non-networked forces, by improving both efficiency and effectiveness of operations. NCW uses computers and communications to link people through information flows that depend on the interoperability of systems used by all U.S. armed forces. NCW involves collaboration and sharing of information to ensure that all appropriate assets can be quickly brought to bear by commanders during combat operations. 4 Procurement policy to support NCW is also intended to improve economic efficiency by eliminating stove-pipe systems, parochial interests, redundant and non-interoperable systems, and by optimizing capital planning investments for present and future information technology systems. Objectives of NCW include the following: (1)Self-synchronization, or doing what needs to be done without traditional orders; (2)Improved understanding of higher command’s intent; (3)Improved understanding of the operational situation at all levels of command; and, (4)Increased ability to tap into the collective knowledge of all U.S. (and coalition) forces to reduce the “fog and friction” commonly referred to in descriptions of fighting. 5 DOD describes its strategy for implementing NCW in a publication titled, “Network Centric Warfare: Creating a Decisive Warfighting Advantage,” released in January 2004 by the Office of Force Transformation. Key elements for implementation include the following: (1)Refine the rules and theory of NCW through simulation, testing, experimentation, and combat experience.  (2)Apply NCW theory enterprise-wide in DOD. (3)Accelerate networking in the joint force. (4)Accelerate deployment of network centric concepts and capabilities. (5)Experiment with network centric concepts to develop new ways to conduct NCW. (6)Address challenges of using NCW with coalition forces. (7)Develop appropriate doctrine and tactics for NCW. Some argue that, as new concepts and technologies are proven valid over time, NCW may extend to become a stabilizing deterrence against future conflict. For example, if adversary targets are neutralized by NCW systems before they can engage in fighting with U.S. forces, then the battle can be finished before it has really begun. 6 Others argue that wealthy countries now have a temporary advantage which may be reduced as NCW technology becomes less expensive and as technical knowledge spreads to other nations and terrorist groups. 7 Some argue that to maintain its advantage, the United States must continue to refine the uses of technology to increase flexibility and adaptability for both joint and coalition NCW operations. 

EXT: Solves Heg Sustainability

Long solves sustainability

Arquilla 10 (John Arquilla, professor of defense analysis at the U.S. Naval Postgraduate School, MARCH/APRIL 2010, “The New Rules of War”, http://www.foreignpolicy.com/articles/2010/02/22/the_new_rules_of_war)

Nothing could be further from the truth, as the results in Iraq and Afghanistan so painfully demonstrate. Indeed, a decade and a half after my colleague David Ronfeldt and I coined the term "netwar" to describe the world's emerging form of network-based conflict, the United States is still behind the curve. The evidence of the last 10 years shows clearly that massive applications of force have done little more than kill the innocent and enrage their survivors. Networked organizations like al Qaeda have proven how easy it is to dodge such heavy punches and persist to land sharp counterblows. And the U.S. military, which has used these new tools of war in mostly traditional ways, has been staggered financially and gravely wounded psychologically. The Iraq war's real cost, for example, has been about $3 trillion, per the analysis of Nobel laureate Joseph Stiglitz and Linda Bilmes -- and even "official" figures put expenditures around $1 trillion. As for human capital, U.S. troops are exhausted by repeated lengthy deployments against foes who, if they were lined up, would hardly fill a single division of Marines. In a very real sense, the United States has come close to punching itself out since 9/11. When militaries don't keep up with the pace of change, countries suffer. In World War I, the failure to grasp the implications of mass production led not only to senseless slaughter, but also to the end of great empires and the bankruptcy of others. The inability to comprehend the meaning of mechanization at the outset of World War II handed vast tracts of territory to the Axis powers and very nearly gave them victory. The failure to grasp the true meaning of nuclear weapons led to a suicidal arms race and a barely averted apocalypse during the Cuban missile crisis. Today, the signs of misunderstanding still abound. For example, in an age of supersonic anti-ship missiles, the U.S. Navy has spent countless billions of dollars on "surface warfare ships" whose aluminum superstructures will likely burn to the waterline if hit by a single missile. Yet Navy doctrine calls for them to engage missile-armed enemies at eyeball range in coastal waters. The U.S. Army, meanwhile, has spent tens of billions of dollars on its "Future Combat Systems," a grab bag of new weapons, vehicles, and communications gadgets now seen by its own proponents as almost completely unworkable for the kind of military operations that land forces will be undertaking in the years ahead. The oceans of information the systems would generate each day would clog the command circuits so that carrying out even the simplest operation would be a terrible slog. And the U.S. Air Force, beyond its well-known devotion to massive bombing, remains in love with extremely advanced and extremely expensive fighter aircraft -- despite losing only one fighter plane to an enemy fighter in nearly 40 years. Although the hugely costly F-22 turned out to function poorly and is being canceled after enormous investment in its production, the Air Force has by no means given up. Instead, the more advanced F-35 will be produced, at a cost running in the hundreds of billions of dollars. All this in an era in which what the United States already has is far better than anything else in the world and will remain so for many decades. These developments suggest that the United States is spending huge amounts of money in ways that are actually making Americans less secure, not only against irregular insurgents, but also against smart countries building different sorts of militaries. And the problem goes well beyond weapons and other high-tech items. What's missing most of all from the U.S. military's arsenal is a deep understanding of networking, the loose but lively interconnection between people that creates and brings a new kind of collective intelligence, power, and purpose to bear -- for good and ill. Civil society movements around the world have taken to networking in ways that have done far more to advance the cause of freedom than the U.S. military's problematic efforts to bring democracy to Iraq and Afghanistan at gunpoint. As for "uncivil society," terrorists and transnational criminals have embraced connectivity to coordinate global operations in ways that simply were not possible in the past. Before the Internet and the World Wide Web, a terrorist network operating cohesively in more than 60 countries could not have existed. Today, a world full of Umar Farouk Abdulmutallabs awaits -- and not all of them will fail. But the principles of networking don't have to help only the bad guys. If fully embraced, they can lead to a new kind of military -- and even a new kind of war. The conflicts of the future should and could be less costly and destructive, with armed forces more able to protect the innocent and deter or defend against aggression. Vast tank armies may no longer battle it out across the steppes, but modern warfare has indeed become exceedingly fast-paced and complex. Still, there is a way to reduce this complexity to just three simple rules that can save untold amounts of blood and treasure in the netwar age.  Rule 1: "Many and Small" Beats "Few and Large." The greatest problem traditional militaries face today is that they are organized to wage big wars and have difficulty orienting themselves to fight small ones. The demands of large-scale conflicts have led to reliance on a few big units rather than on a lot of little ones. For example, the Marines have only three active-duty divisions, the U.S. Army only ten. The Navy has just 11 carrier strike groups, and the Air Force about three dozen attack aircraft "wings." Almost 1.5 million active service members have been poured into these and a few other supporting organizational structures. It is no wonder that the U.S. military has exhausted itself in the repeated deployments since the 9/11 attacks. It has a chronic "scaling problem," making it unable to pursue smaller tasks with smaller numbers. Add in the traditional, hierarchical military mindset, which holds that more is always better (the corollary belief being that one can only do worse with less), and you get massive approaches to little wars. This was the case during the Vietnam War, too, when the prevailing military organizational structure of the 1960s -- not much different from today's -- drove decision-makers to pursue a big-unit war against a large number of very small insurgent units. The final result: 500,000-plus troops deployed, countless billions spent, and a war lost. The iconic images were the insurgents' AK-47 individual assault rifles, of which there were hundreds of thousands in use at any moment, juxtaposed against the U.S. Air Force's B-52s, of which just a hundred or so massed together in fruitless attempts to bomb Hanoi into submission. The same problem persists today, the updated icons being the insurgents' thousands of improvised explosive devices and the Americans' relative handful of drones. It is ironic that the U.S. war on terrorism commenced in the Afghan mountains with the same type of B-52 bombers and the same problematic results that attended the Vietnam War. The U.S. military is not unaware of these problems. The Army has incrementally increased the number of brigades -- which typically include between 3,000 and 4,000 trigger-pullers -- from less than three dozen in 2001 to almost 50 today. And the Marines now routinely subdivide their forces into "expeditionary units" of several hundred troops each. But these changes hardly begin the needed shift from a military of the "few and large" to one of the "many and small." That's because U.S. military leaders have not sufficiently grasped that even quite small units -- like a platoon of 50 or so soldiers -- can wield great power when connected to others, especially friendly indigenous forces, and when networking closely with even a handful of attack aircraft. Yet the evidence is there. For example, beginning in late 2006 in Iraq, the U.S. command shifted little more than 5 percent of its 130,000 troops from about three dozen major (i.e., town-sized) operating bases to more than a hundred small outposts, each manned by about 50 soldiers. This was a dramatic shift from few-large to many-small, and it soon worked wonders in reducing violence, beginning well before the "surge" troops arrived. In part this happened because the physical network of platoon-sized outposts facilitated social networking with the large numbers of small tribal groups who chose to join the cause, forming the core of the "Awakening" movement. The Pentagon's reluctance to see the new possibilities -- reflected in the shrilly repeated calls for more troops, first in Iraq, then in Afghanistan -- stems in part from the usual generalized fear of change, but also from concern that a many-and-small force would have trouble against a traditional massed army. Say, like North Korea's. Then again, perhaps the best example of a many-and-small military that worked against foes of all sizes was the Roman legion. For many centuries, legionary maniples (Latin for "handfuls") marched out -- in their flexible checkerboard formations -- and beat the massive, balky phalanxes of traditional foes, while dealing just as skillfully with loose bands of tribal fighters.  Rule 2: Finding Matters More Than Flanking. Ever since Theban general Epaminondas overloaded his army's left wing to strike at the Spartan right almost 2,400 years ago at Leuctra, hitting the enemy in the flank has been the most reliable maneuver in warfare. Flank attacks can be seen in Frederick the Great's famous "oblique order" in his 18th-century battles, in Erwin Rommel's repeated "right hooks" around the British in North Africa in 1941, and in Norman Schwarzkopf's famous "left hook" around the Iraqis in 1991. Flanking has quite a pedigree. Flanking also formed a basis for the march up Mesopotamia by U.S. forces in 2003. But something odd happened this time. In the words of military historian John Keegan, the large Iraqi army of more than 400,000 troops just "melted away." There were no great battles of encirclement and only a handful of firefights along the way to Baghdad. Instead, Iraqis largely waited until their country was overrun and then mounted an insurgency based on tip-and-run attacks and bombings. Thus did war cease to be driven by mass-on-mass confrontation, but rather by a hider-finder dynamic. In a world of networked war, armies will have to redesign how they fight, keeping in mind that the enemy of the future will have to be found before it can be fought. To some extent this occurred in the Vietnam War, but that was a conflict during which the enemy obligingly (and quite regularly) massed its forces in major offensives: held off in 1965, defeated in 1968 and 1972, and finally winning in 1975. In Iraq, there weren't mass assaults, but a new type of irregular warfare in which a series of small attacks no longer signaled buildup toward a major battle. This is the path being taken by the Taliban in Afghanistan and is clearly the concept of global operations used by al Qaeda. At the same time, the U.S. military has shown it can adapt to such a fight. Indeed, when it finally improved its position in Iraq, the change was driven by a vastly enhanced ability to find the enemy. The physical network of small outposts was linked to and enlivened by a social network of tribal fighters willing to work with U.S. forces. These elements, taken together, shone a light on al Qaeda in Iraq, and in the glare of this illumination the militants were easy prey for the small percentage of coalition forces actually waging the campaign against them. Think of this as a new role for the military. Traditionally, they've seen themselves largely as a "shooting organization"; in this era, they will also have to become a "sensory organization." This approach can surely work in Afghanistan as well as it has in Iraq -- and in counterinsurgency campaigns elsewhere -- so long as the key emphasis is placed on creating the system needed for "finding." In some places, friendly tribal elements might be less important than technological means, most notably in cyberspace, al Qaeda's "virtual safe haven." As war shifts from flanking to finding, the hope is that instead of exhausting one's military in massive expeditions against elusive foes, success can be achieved with a small, networked corps of "finders." So a conflict like the war on terror is not "led" by some great power; rather, many participate in it, with each adding a piece to the mosaic that forms an accurate picture of enemy strength and dispositions. This second shift -- to finding -- has the potential to greatly empower those "many and small" units made necessary by Rule 1. All that is left is to think through the operational concept that will guide them.  Rule 3: Swarming Is the New Surging. Terrorists, knowing they will never have an edge in numbers, have pioneered a way of war that allows them to make the most of their slender resources: swarming. This is a form of attack undertaken by small units coming from several directions or hitting many targets at the same time. Since 9/11, al Qaeda has mounted but a few major stand-alone strikes -- in Bali, Madrid, and London -- while the network has conducted multiple significant swarming campaigns in Turkey, Tunisia, and Saudi Arabia featuring "wave attacks" aimed at overloading their targets' response capabilities. Such attacks have persisted even in post-surge Iraq where, as Gen. David Petraeus noted in a recent speech, the enemy shows a "sophistication" among the militants "in carrying out simultaneous attacks" against major government targets. Perhaps the clearest example of a terrorist swarm was the November 2008 attack on Mumbai, apparently mounted by the Lashkar-e-Taiba group. The assault force consisted of just 10 fighters who broke into five two-man teams and struck simultaneously at several different sites. It took more than three days to put them down -- and cost the lives of more than 160 innocents -- as the Indian security forces best suited to deal with this problem had to come from distant New Delhi and were configured to cope with a single threat rather than multiple simultaneous ones. In another sign of the gathering swarm, the August 2008 Russian incursion into Georgia, rather than being a blast from the Cold War past, heralded the possibility that more traditional armies can master the art of omnidirectional attack. In this instance, Russian regular forces were augmented by ethnic militias fighting all over the area of operations -- and there was swarming in cyberspace at the same time. Indeed, the distributed denial of service attack, long a staple of cyberwarriors, is a model form of swarming. And in this instance, Georgian command and control was seriously disrupted by the hackers. Simultaneous attack from several directions might be at the very cutting edge in conflict, but its lineage is quite old. Traditional tribal warfare, whether by nomadic horse archers or bush fighters, always featured some elements of swarms. The zenith of this kind of fighting probably came with the 13th-century Mongols, who had a name for this doctrine: "Crow Swarm." When the attack was not carried out at close quarters by charging horsemen, but was instead conducted via arrows raining down on massed targets, the khans called it "Falling Stars." With such tactics, the Mongols carved out the largest empire the world has ever seen, and kept it for a few centuries. But swarming was eclipsed by the rise of guns in the 15th century, which strongly favored massed volley fire. Industrial processes encouraged even more massing, and mechanization favored large flank maneuvers more than small swarms. Now again, in an age of global interdependence replete with advanced information technologies, even quite small teams of fighters can cause huge amounts of disruption. There is an old Mongol proverb: "With 40 men you can shake the world." Look at what al Qaeda did with less than half that number on Sept. 11, 2001. This point was made by the great British strategist B.H. Liddell Hart in his biography of T.E. Lawrence, a master of the swarm in his own right. Liddell Hart, writing in 1935, predicted that at some point "the old concentration of force is likely to be replaced by an intangibly ubiquitous distribution of force -- pressing everywhere, yet assailable nowhere." Now, swarming is making a comeback, but at a time when few organized militaries are willing or able to recognize its return. For the implications of this development -- most notably, that fighting units in very small numbers can do amazing things if used to swarm -- are profoundly destabilizing. The most radical change is this: Standing armies can be sharply reduced in size, if properly reconfigured and trained to fight in this manner. Instead of continually "surging" large numbers of troops to trouble spots, the basic response of a swarm force would be to go swiftly, in small numbers, and strike the attackers at many points. In the future, it will take a swarm to defeat a swarm. Almost 20 years ago, I began a debate about networks that blossomed into an unlikely friendship with Vice Adm. Art Cebrowski, the modern strategic thinker most likely to be as well remembered as Alfred Thayer Mahan, the great American apostle of sea power. He was the first in the Pentagon power structure to warm to my notions of developing fighting networks, embracing the idea of opening lots of lateral communications links between "sensors and shooters." We disagreed, however, about the potential of networks. Cebrowski thought that "network-centric warfare" could be used to improve the performance of existing tools -- including aircraft carriers -- for some time to come. I thought that networking implied a wholly new kind of navy, one made up of small, swift vessels, many of them remotely operated. Cebrowski, who passed away in late 2005, clearly won this debate, as the U.S. Navy remains heavily invested in being a "few-large" force -- if one that is increasingly networked. In an implicit nod to David Ronfeldt's and my ideas, the Navy even has a Netwar Command now. Swarming has also gained some adherents. The most notable has been Marine Lt. Gen. Paul Van Riper, who famously used swarm tactics in the last great Pentagon war game, "Millennium Challenge 2002," to sink several aircraft carriers at the outset of the imagined conflict. But rather than accept that something quite radical was going on, the referees were instructed to "refloat" the carriers, and the costly game -- its price tag ran in the few hundred millions -- continued. Van Riper walked out. Today, some in the U.S. military still pursue the idea of swarming, mostly in hopes of employing large numbers of small unmanned aerial vehicles in combat. But military habits of mind and institutional interests continue to reflect a greater audience for surges than swarms. What if senior military leaders wake up and decide to take networks and swarming absolutely seriously? If they ever do, it is likely that the scourges of terrorism and aggression will become less a part of the world system. Such a military would be smaller but quicker to respond, less costly but more lethal. The world system would become far less prone to many of the kinds of violence that have plagued it. Networking and swarming are the organizational and doctrinal keys, respectively, to the strategic puzzle that has been waiting to be solved in our time. A networked U.S. military that knows how to swarm would have much smaller active manpower -- easily two-thirds less than the more than 2 million serving today -- but would be organized in hundreds more little units of mixed forces. The model for military intervention would be the 200 Special Forces "horse soldiers" who beat the Taliban and al Qaeda in Afghanistan late in 2001. Such teams would deploy quickly and lethally, with ample reserves for relieving "first waves" and dealing with other crises. At sea, instead of concentrating firepower in a handful of large, increasingly vulnerable supercarriers, the U.S. Navy would distribute its capabilities across many hundreds of small craft armed with very smart weapons. Given their stealth and multiple uses, submarines would stay while carriers would go. And in the air, the "wings" would reduce in size but increase in overall number, with mere handfuls of aircraft in each. Needless to say, networking means that these small pieces would still be able to join together to swarm enemies, large or small. 

2AC SpaceMil

Transition to net-centric warfare drives the militarization of space

Asker 7 (James R. Asker, staff writer for Aviation Week & Space Technology, “The National Security Nexus; From launchers and satellites to science and commerce, the military is often key to space advances”, lexis)

That makes space in no way ancillary in modern warfare, however. The advantages that satellites offer for surveillance, communications, weather, mapping, navigation and targeting can be decisive. Indeed, in the 1992 Persian Gulf war their importance to the U.S. was so great, the conflict is generally regarded as the first "space war." A decade later, in the U.S. invasion of Iraq, the use of precise GPS-guided munitions was so widespread, a paradigm shift occurred in airpower. Planners no longer think in terms of sorties per target but targets per sortie. And without space, network-centric warfare would be, if not a hollow concept, a very limited one. The Soviet Union beat the U.S. to the most dramatic space firsts by launching the first satellite and orbiting the first human, but the U.S. was first in the most important military applications of satellites--communications, navigation, reconnaissance and weather. Although it got a later start, orbiting its first recce satellite a couple years after the U.S., the Soviet Union and now Russia have orbited hundreds of military and intelligence spacecraft, as have the Americans. And Russian milspace competed in every major application. Not a lot is known about the extent to which Soviet-era capabilities have atrophied. Two nations remain the 800-lb. gorillas of milspace, but other nations have dedicated national security spacecraft, as well. And still more nations have dual-use satellites that aid their militaries. Arguably, the most important national security application of space in its first 50 years has been in intelligence. For a generation or more, the awareness of adversaries' activities provided by satellites helped keep the Cold War from turning hot. The story of Corona, which began in 1958, is one of the great tales of the Cold War and of military technology development. And until the CIA/Air Force program was declassified in 1995, it was an untold story. Known as the Discoverer series at the time, the recce satellites were said to be scientific. The public image of many military programs has been polished until it has the patina of science. While Discoverer was not about science, it certainly was experimental, much to the chagrin of the Defense Dept. and prime contractor Lockheed. The task of launching a spacecraft with film cameras, ejecting a return capsule with exposed film and catching it in mid-air over the ocean with a C-119 transport proved too daunting over the first dozen missions. Finally, on Aug. 18, 1960, Corona retrieved the first film shot from space. The success could not have come soon enough. A few months earlier, President Dwight Eisenhower had discontinued U-2 over-flights of the Soviet Union after one of the aircraft was shot down and its pilot captured, revealing U.S. violations of Soviet sovereignty. The military use of space, on the other hand, was--and remains--lightly regulated in international law. Space reconnaissance was legal, risked no human lives and was highly efficient. mission, the U.S. had garnered more imagery of Soviet sites than in all the U-2 missions before it combined. In the next 12 years, In just one space 145 photo-reconnaissance spacecraft (designated KH-1 through KH-9) were carried out under the Corona program. In the late 1970s, the U.S. took a great stride in imagery intelligence (imint) with the massive KH-11 recce satellites. Their cameras use CCDs, charge-coupled devices. Besides never running out of film, such a system can transmit images in real time. The resolution of the birds' optics is classified, but it is at least fine enough to distinguish one type of automobile from another, probably in the 10-cm. range. In the 1990s, the U.S. allowed private industry to sell higher-resolution space imagery than previously available from civil remote-sensing satellites--in the 1-0.5-meter range. The government retained "shutter control," that is, the ability to put certain areas of Earth off-limits to commercial customers. And it became the largest customer itself. Even the best electro-optical system cannot see through clouds, but a synthetic aperture radar (SAR) can (and even see a bit into sand or soil) and produce images, though not of as crisp resolution. In the 1980s, the U.S. began flying SARs in space, both on satellites and the shuttle. Beginning in the late 1980s, the U.S. began orbiting a series code-named Lacrosse. The NRO, the Defense Dept. agency that develops intel birds, has never acknowledged them, but pictures of the low-Earth-orbiting spacecraft have appeared in these pages. Other significant military uses of space include: *Signals intelligence--Beginning in the 1970s, the U.S. launched geosynchronous sigint satellites for electronic eavesdropping. An early series was code-named Rhyolite. Three big Magnum satellites featuring huge antennas are believed to have been deployed on shuttle missions. The data sigint satellites gather are pumped to the National Security Agency (NSA) for analysis. But little is known publicly about how the spacecraft's payloads handle the various missions, which range from vacuuming up vast amounts of electronic emissions (elint) to listening in on individual phone calls (comint). Russian birds are known as Eorsat and Rorsat. *Early warning--Arguably as important as sigint or recce satellites in keeping the Cold War from going hot were those for missile-launch detection. These spacecraft, which are publicly acknowledged, began with Midas in 1960. The U.S.'s current series, geosync birds with the innocuous name Defense Support Program (DSP), remain important strategically and, to a degree, tactically. *Navigation--Early on, the Navy had a keen interest in navsats to precisely locate ships, especially to feed the information to submarines' nuclear missiles. The earliest birds were called Transit and date to 1959. GPS, however, was revolutionary both for the military and civilians. The system of 24 navigation and timing satellites provides a free service through which users with ground receivers can locate their positions anywhere on the planet within 100 meters. A more precise (22-meter) signal is available to military users. The program launched its first developmental satellite in 1978 and reached full operational capability in 1995. Civil applications are vast and continue to multiply, with civil and commercial aviation benefiting hugely. The similar Soviet Glonass system has not been kept up, but Russia has indicated it wants to rebuild its navsat constellation. 

Space militarization is inevitable but network-centric warfare means the US gets there fastest and most effectively

"Space Security: Core Issues and Questions" Event Report by John Koogler, GSI & Sarah Estabrooks, Project Plougshares United Nations, New York October 11, 2005 http://www.gsinstitute.org/archives/000298.shtml Global Security Institute

The point is that the purpose of missile and space technology can be interpreted in different ways. If one wants to assert that a country has aggressive military purposes in mind for its technology - technology that also can have peaceful purposes - one can do that almost without limitation. With respect to that 1998 North Korean test, some in the United States even argued that this test showed North Korea preparing to place spy satellites or weapons in space. A satellite with infrared sensors can be used to scan rice fields and plan successful crop growing strategies. Or it can be used to look for military targets. A space-based radar satellite can be used to track the weather, or it can be used to track military troop movements. The range of space faring efforts by various nations, and the technologies they employ, are well described in the Space Security Index, especially in their latest report. This report provides a baseline, year by year, to gauge the changes in space security and the factors driving those changes. For example, China, the European Union, India, Israel, Japan, Russia and the U.S. all possess the enabling capabilities of large acceleration thrusters, accurate global positioning, micro-satellite construction, large deployable optics, and precision attitude control. Each of these technologies is as important for peaceful space endeavors as for military space pursuits. But, China, the European Union, India, Israel, Japan, Russia, the U.S., and the Ukraine all possess land-based anti-satellite capabilities and don't need space weapons to defend their space assets. So this debate is not just about missile defenses in space, or the availability of dual-use space technology, it is also about deploying, for their own sake, new strike weapons in space to attack the space assets of other countries. The terms the Pentagon and the U.S. Air Force use for this are space control and counter space - that is, like "Star Wars", the movie. Some of you may wish that space was pure and pristine with no military systems poised there for war - like Antarctica. But the militarization of space is already a fact of life. The U.S. military relies on space satellites for military communications, for reconnaissance and sensing, for weather, and for targeting. And the concept of "net centric" warfare means that these capabilities will be advanced and will become more important than ever to American troops and military strategies.

US space militarization solves all impacts
MCLAUGHLIN 2K2 (Kevin, National Defense Fellow at CSIS, MISSILE DEFENSES: NOW WHAT? Vol. 25, No. 3; Pg. 177, "Would Space-Based Defenses Improve Security?" The Washington Quarterly, Summer, lexis)

<How does this thinking affect the possible use of space to support U.S. missile defense activities? One barrier to using space to support missile defenses has been the belief that the United States should not use space to provide overwhelming U.S. advantage or in any way contribute to a strategic imbalance between the United States and other great powers. Nonetheless, the above paragraphs indicate that the United States quietly crossed this space threshold at the end of the last century in ways that did not pertain to missile defense. The United States now leverages satellites to fight battles in ways that overwhelm adversaries. Our satellites allow field commanders to see the entire battlefield, communicate globally and instantaneously, attack targets precisely, avoid threats, and warn of aggression in ways that no other nation in the world can match. Arguing that space already affords the United States an overwhelming military advantage is no overstatement. Defense requirements that do not involve missiles may drive the development of the first weapons to operate from space. U.S. military planners have increasingly stressed requirements for engaging global targets with conventional weapons within a few minutes or a few hours of target identification. This requirement may drive the necessity for power projection through and from space, which U.S. forces could accomplish with almost no delay. Such a capability would arguably provide the United States with a much stronger deterrent and, in a conflict, an extraordinary military advantage. Effective nonnuclear deterrent concepts could also create a safer and more stable strategic environment by potentially reducing reliance on nuclear weapons. Finally, if the United States fields these capabilities in support of nonmissile defense requirements, the absence of a precedent in developing defenses that operate in, from, or through space will no longer constrain missile defense planners and policymakers.>

2AC Cyberwar

Cyberspace has emerged as a new frontier for warfighting – Net Centric Warfare ensures space militarization – offensive cyberware strategy deters conflict – defense postures have empirically failed 

“The Militarization of U.S. Communications” Dan Schiller Department of Speech Communication and Graduate School of Library & Information Science, University of Illinois at Urbana-Champaign, Urbana, IL 61801 29 Feb 2008 Communication, Culture & Critique Volume 1, Issue 1, Pages 126-138

During the Reagan military buildup, an analyst influenced by the thinking of economist John Kenneth Galbraith called the U.S. DoD "an immense planning system that is larger than any other single economic entity in the noncommunist world" (Tirman, 1984, p. 4). Its effectiveness as a planning agency is debatable, but the demise of the Soviet Union certainly did not alter its crucial economic function: to boost demand by shoring up profits, output, and employment—in that order. Since 9/11, the scale of U.S. military expenditure has massively increased; in 2005, the United States spent as much on its military as the next 14 countries combined. Put differently, as Roxborough observes, "Each of America's four military services is more powerful than the armed forces of any other country" (Roxborough, 2007, p. 123). Weapons spending has risen even faster than total Pentagon outlays. Today's U.S. military doctrine foregrounds what is called "force transformation," and formalizes reliance on weapons systems and intelligence making intensive use of ICT. To preside over this process, there is an Assistant Secretary of Defense for Networks and Information Integration matched, on the corporate side, by the Network Centric Operations Industry Consortium. Responsibility for U.S. network capabilities is vested in a unit of the Defense Department known as the Strategic Command, or STRATCOM—which, in a significant expression of the continuing U.S. weaponization of space, was merged in 2002 with the Space Command. STRATCOM pursues four key tasks: global strike, missile defense integration, information operations, and global command, control, communications, computers, intelligence, surveillance, and reconnaissance.3 In March, 2007, General James E. Cartwright, director of STRATCOM, testified forthrightly before Congress about these functions: Cyberspace has emerged as a war-fighting domain not unlike land, sea, and air …. The National Strategy to Secure Cyberspace describes cyberspace as the nervous system of our country and as such, essential to our economy and national security. It describes a role for all federal departments and agencies, state and local government, private companies and organizations, and individual Americans in improving cyber-security …. Fundamental to this approach is the integration of cyberspace capabilities across the full range of military operations …. Strategic Command is charged with planning and directing cyber defense within DoD and conducting cyber attack in support of assigned missions …. History teaches us that a purely defensive posture poses significant risks; the 'Maginot Line' model of terminal defense will ultimately fail without a more aggressive offshore strategy …. If we apply the principles of warfare to the cyber domain, as we do to sea, air, and land, we realize the defense of the nation is better served by capabilities enabling us to take the fight to our adversaries, when necessary to deter actions detrimental to our interests.4 An offensive arsenal is being fashioned around and through networks. Though closely guarded, on occasion the existence of these new weapons is publicly acknowledged. A New York Times account, for example, notes that "both China and Russia have offensive information warfare programs" and concedes seemingly as an afterthought that "The United States is also said to have begun a cyberwarfare effort" (Landler & Markoff, 2007, pp. A1, C7). A scholarly study is somewhat more specific: "The military vision is that by the application of millions of dollars and hundreds of people … viruses, suitable as weapons in military conflicts, can be developed" (Diffie & Landau, 2007, p. 114). The BBC publicized a declassified, heavily redacted 2003 Defense Department document—a so-called "Information Operations Roadmap"—which, it related, revealed that "The U.S. military seeks the capability to knock out every telephone, every networked computer, every radar system on the planet."5 Not surprisingly, the prospect of netwar, or infowar, looks different when approached from the target side. As network infrastructures are hardwired into social and political life, civil society as a whole is rendered vulnerable. Banks, schools, stoplights, supermarkets, and hospitals: The operations of each and every network-enabled organization stand to be lethally undermined. Well-informed observers have long comprehended that—as Oettinger (1980) put it —"The line between the civilian and the military seems to have grown thin …" 

Cyber-strikes are inevitable on the US but status quo security folds under attack – that collapses national security and the economy

http://www.washingtonpost.com/wp-dyn/content/article/2010/02/25/AR2010022502493_pf.html “Mike McConnell on how to win the cyber-war we're losing” By Mike McConnell Sunday, 

February 28, 2010; B01

The United States is fighting a cyber-war today, and we are losing. It's that simple. As the most wired nation on Earth, we offer the most targets of significance, yet our cyber-defenses are woefully lacking. The problem is not one of resources; even in our current fiscal straits, we can afford to upgrade our defenses. The problem is that we lack a cohesive strategy to meet this challenge. The stakes are enormous. To the extent that the sprawling U.S. economy inhabits a common physical space, it is in our communications networks. If an enemy disrupted our financial and accounting transactions, our equities and bond markets or our retail commerce -- or created confusion about the legitimacy of those transactions -- chaos would result. Our power grids, air and ground transportation, telecommunications, and water-filtration systems are in jeopardy as well. These battles are not hypothetical. Google's networks were hacked in an attack that began in December and that the company said emanated from China. And recently the security firm NetWitness reported that more than 2,500 companies worldwide were compromised in a sophisticated attack launched in 2008 and aimed at proprietary corporate data. Indeed, the recent Cyber Shock Wave simulation revealed what those of us involved in national security policy have long feared: For all our war games and strategy documents focused on traditional warfare, we have yet to address the most basic questions about cyber-conflicts. What is the right strategy for this most modern of wars? Look to history. During the Cold War, when the United States faced an existential threat from the Soviet Union, we relied on deterrence to protect ourselves from nuclear attack. Later, as the East-West stalemate ended and nuclear weapons proliferated, some argued that preemption made more sense in an age of global terrorism. The cyber-war mirrors the nuclear challenge in terms of the potential economic and psychological effects. So, should our strategy be deterrence or preemption? The answer: both. Depending on the nature of the threat, we can deploy aspects of either approach to defend America in cyberspace. During the Cold War, deterrence was based on a few key elements: attribution (understanding who attacked us), location (knowing where a strike came from), response (being able to respond, even if attacked first) and transparency (the enemy's knowledge of our capability and intent to counter with massive force). Against the Soviets, we dealt with the attribution and location challenges by developing human intelligence behind the Iron Curtain and by fielding early-warning radar systems, reconnaissance satellites and undersea listening posts to monitor threats. We invested heavily in our response capabilities with intercontinental ballistic missiles, submarines and long-range bombers, as well as command-and-control systems and specialized staffs to run them. The resources available were commensurate with the challenge at hand -- as must be the case in cyberspace. Just as important was the softer side of our national security strategy: the policies, treaties and diplomatic efforts that underpinned containment and deterrence. Our alliances, such as NATO, made clear that a strike on one would be a strike on all and would be met with massive retaliation. This unambiguous intent, together with our ability to monitor and respond, provided a credible nuclear deterrent that served us well. How do we apply deterrence in the cyber-age? For one, we must clearly express our intent. Secretary of State Hillary Rodham Clinton offered a succinct statement to that effect last month in Washington, in a speech on Internet freedom. "Countries or individuals that engage in cyber-attacks should face consequences and international condemnation," she said. "In an Internet-connected world, an attack on one nation's networks can be an attack on all." That was a promising move, but it means little unless we back it up with practical policies and international legal agreements to define norms and identify consequences for destructive behavior in cyberspace. We began examining these issues through the Comprehensive National Cybersecurity Initiative, launched during the George W. Bush administration, but more work is needed on outlining how, when and where we would respond to an attack. For now, we have a response mechanism in name only. The United States must also translate our intent into capabilities. We need to develop an early-warning system to monitor cyberspace, identify intrusions and locate the source of attacks with a trail of evidence that can support diplomatic, military and legal options -- and we must be able to do this in milliseconds. More specifically, we need to reengineer the Internet to make attribution, geolocation, intelligence analysis and impact assessment -- who did it, from where, why and what was the result -- more manageable. The technologies are already available from public and private sources and can be further developed if we have the will to build them into our systems and to work with our allies and trading partners so they will do the same. Of course, deterrence can be effective when the enemy is a state with an easily identifiable government and location. It is less successful against criminal groups or extremists who cannot be readily traced, let alone deterred through sanctions or military action. There are many organizations (including al-Qaeda) that are not motivated by greed, as with criminal organizations, or a desire for geopolitical advantage, as with many states. Rather, their worldview seeks to destroy the systems of global commerce, trade and travel that are undergirded by our cyber-infrastructure. So deterrence is not enough; preemptive strategies might be required before such adversaries launch a devastating cyber-attack. We preempt such groups by degrading, interdicting and eliminating their leadership and capabilities to mount cyber-attacks, and by creating a more resilient cyberspace that can absorb attacks and quickly recover. 

***Aerospace Sector

Plan key to Aerospace Sector

Expanded defense contracts in space is vital for the aerospace industry

DOLETA 5

( “America's Aerospace Industry: Identifying and Addressing Workforce Challenges” May 2005 www.doleta.gov/brg/indprof/aerospace_report.pdf)

Space policy - Several aerospace executives identified support for the President's new space policy as a critical factor driving industry growth into the future. The President's Commission on Implementation of United States Space Exploration Policy agrees, stating that "further exploration will generate new jobs within current industries and will likely spawn entire new markets involving leading-edge manufacturing and flight support services." Based on the challenges identified by the aerospace industry and highlighted in this report, DOL has made a series of investments totaling more than $6.9 million to address the industry's workforce needs. These investments include providing dislocated workers with technical training and employment in the aerospace industry; training incumbent aerospace workers for new high-tech manufacturing processes; providing hands-on learning opportunities for students to develop technical aerospace skills and improve awareness of the skills required for aerospace careers; develop advanced aerospace technician curriculum, career ladders and distance learning approaches associated with the Boeing 787 supply chain; providing aerospace mentors and 25 teacher extemships for technology teachers to improve hands-on knowledge and awareness of skills required for aerospace careers; and a program designed to reduce H-1B visa worker dependency in several high-tech, high-skill aerospace job occupations. For more information on these grants please go to http://www.doleta.gov/brg. 

Aerospace Key to Econ

Aerospace industry key to the economy

DOLETA 5

( “America's Aerospace Industry: Identifying and Addressing Workforce Challenges” May 2005 www.doleta.gov/brg/indprof/aerospace_report.pdf)

 The aerospace industry was identified as one of the high growth industries because the industry is critical to the national and economic security of our nation. Aerospace has played a vital and exciting role in the growth of the United States and the nation's future is bright with the vast potential these two components, air and space, offer. General data provided by the Bureau of Labor Statistics (BLS) indicates that aerospace engineers and related professions will decline between 2002 and 2012. However, the events of September 11, 2001 have magnified the aerospace industry's importance to the national and economic security of our nation, and economic trends show the workforce picture is beginning to turn around. Other sectors of the economy depend on aerospace businesses and related disciplines for technical skills and technologies that are critical elements of our security infrastructure and improve America's position in the global marketplace. The diverse sectors of aerospace include commercial, civil and military aviation, space, and defense. They encompass a wide array of talent and competencies. The industrial base includes researchers, engineers, technicians, mechanics, skilled machinists, and precision production jobs. According to the Aerospace Industry Association, the aerospace industry, including its supplier  network and the economic impact of products, totaled nearly $900 billion in sales and accounts for one in seven U.S. jobs. Even with aerospace employment at its lowest level since the great depression, the industry accounts for four percent of the U.S. manufacturing workforce. This key industry is facing a critical human capital crisis. 

The Aerospace sector is key to the economy

DOLETA 5

( “America's Aerospace Industry: Identifying and Addressing Workforce Challenges” May 2005 www.doleta.gov/brg/indprof/aerospace_report.pdf)

 The aerospace industry was selected for the President's High Growth Job Training Initiative in large part because of its significant impact on the economy overall, as well as its impact on the growth of other industries. The President established a Commission on the Future of the United States Aerospace Industry to call attention to how the "critical underpinnings of this nation's aerospace industiy are showing signs of faltering—and to raise the alarm." The aerospace industry is a powerful force within the U.S. economy and one of the nation's most competitive industries in the global marketplace. It contributes over 15 percent to our Gross Domestic Product and supports over 15 million high-quality American jobs. Aerospace products provide the largest trade surplus of any manufacturing sector. Last year, more than 600 million passengers relied on U.S. commercial air transportation and over 150 million people were transported on general aviation aircraft. Over 40 percent of the value of U.S. freight is transported by air. Aerospace capabilities have enabled e-commerce to flourish with overnight mail and parcel delivery, and just-in-time manufacturing. 

Every dollar invested in Aerospace boosts the economy by a factor of 3

AIAA 10

(“Aerospace and Defense: The Strength to Lift America” September 2010 Aerospace Industries Association of America www.nationalaerospaceweek.org/wp-content/.../04/whitepaper.pdf)

Every dollar invested in the aerospace industry has a triple effect. It helps retain good jobs in the United States; creates the products that bring significant revenues from other countries and provides security and economic benefits that flow uniquely from America's civil aviation, defense and space defense leadership. The aerospace and defense industry takes great pride in contributing to our nation's success, and, with the appropriate policies and resources will remain a source of economic strength for generations to come. 

2AC Heg/Competitiveness

The Aerospace sector is key to heg and competitiveness

Defense Industry Daily 5

(“ US Congress Attempts to Boost Future Aerospace Workforcehttp” 10/28/05 http://www.defenseindustrydaily.com/us-congress-attempts-to-boost-future-aerospace-workforce-01405/)

As the aerospace industry supports over 11 million American jobs and generates 15 percent of our gross domestic product, the strength and vitality of this sector of our economy is absolutely vital…. If we are to remain competitive in this field, we must, and I agree with both the gentleman from Michigan and from Texas, we must produce highly trained workers that can compete with workers overseas. Additionally, this legislation also mandates a coordinated effort to improve science and math education in the United States. Providing a strong education in math and science is absolutely vital and would not only aid the aerospace industry, but also will go a long way to ensuring a prosperous future for our country. I am proud to support this legislation. I am also proud of the fact that Boeing Industries is in my congressional district. Rep. Tauscher [D-CA] noted: “Over the last 15 years, the aerospace industry has lost hundreds of thousands of jobs, many of them in my home state of California. Many of these losses are cyclical and linked to the ebb and flow of defense spending. Many of them, however, are due to self-inflicted injuries such as a lack of clear federal policy and direction and badly outdated export control systems that make no distinction between cutting-edge and readily available technology.” In a recent report to the President, the bipartisan Commission on the Future of the United States Aerospace Industry recommended the establishment of multi-agency strategy panel to counter “the nation’s apathy toward developing a technologically trained workforce.” The Commission warned that this apathy could lead to “intellectual and industrial disarmament” and pose a “direct threat to our nation’s capability to continue as a world leader.” 

***SOLVENCY
Good Card

Plan key to securing our communications and uniting our full forces’ data – it also causes shift to better warfighting and procurement systems

Meink, 6

[Dr. Troy, Director, Communications Office of the Assistant Secretary of Defense/ Networks and Information Integration, was the Transformation Satellite Communications System program director at the Military Satellite Communications Joint Program Office, Space and Missile Systems Center. He has a doctorate degree in aeronautical and astronautical engineering from Ohio State University. “Transformational Communications Systems for DoD Net-Centric Operations”, July, http://www.crosstalkonline.org/storage/issue-archives/2006/200607/200607-Meink.pdf, NKN]

Transformation Satellite Communication System (TSAT) 

TSAT is the cornerstone of the DoD’s future communications network and provides real-time global reach. It is the spaceborne element of the Global Information Grid (GIG), and it enables secure, protected, networked, bandwidth-on-demand communications connectivity to fixed/mobile strategic and tactical users. The Army’s Future Force, Navy’s SeaPower 21, and Air Force’s Air Expeditionary Force rely on the transforming capabilities of flagship systems including the Army’s Future Combat System and Warfighter Information Network-Tactical, the Air Force’s Space Based Radar (SBR) system, and the various Unmanned Aerial Vehicle platforms. The full capability of these systems depends on the space-based network connectivity TSAT will provide. TSAT is the next generation of satellite communications (SATCOM) system and represents an advancement from the current circuit based systems such as Milstar, Advanced Extremely High Frequency, and Wideband Gapfiller System, to a fully networked system providing dramatically improved connectivity across the GIG. In addition, TSAT provides significant increases in data rates to small and large terminals enabling high data rate protected NOTM and support to airborne and spaceborne Intelligence, Surveillance, and Reconnaissance communications capabilities (e.g. SBR and Global Hawk). Figure 3 shows the evolution of capabilities from one generation of space systems to the next. For example, NOTM is one of the key new requirements that TSAT meets. This basic requirement is to be able to dynamically reconnect to a vehicle moving at 40 miles per hour with a 1.5 megabit per second (T1) communications link. This vehicle would have a one foot antenna. Only TSAT can meet this critical warfighter requirement. The TSAT program made significant progress in fiscal year (FY) 2005. Given the Congressional direction resulting from the FY 2005 appropriated budget, the program renewed its focus on maturing the key subsystem technologies and plans to continue this focus through maturation to Technology Readiness Level-six (TRL-6) and beyond. The program office is verifying TRL status via testing of contractor developed hardware in an independent government testbed. In addition to technology maturity, these tests will demonstrate integrated performance of the TSAT system and support systems design activities. In FY 2005, three of the six key technologies were matured to TRL-6, and the remaining three technologies are on track to achieve TRL-6 prior to the award of the system development contract, an earlier point than achieved by previous space programs. As part of the Quadrennial Defense Review, the DoD evaluated both the TSAT Program of Record (PoR) and a Block Build excursion from the PoR. The Block TSAT program delivers incremental capabilities in two blocks. In Block 1, the complexity and size of the payload are reduced significantly with respect to the PoR, and will simultaneously lower the development and integration risk. Taking a smaller step on the Block 1 satellites increases DoD confidence in launching these satellites on schedule and allows learning and performance to guide the Block 2 development. The Undersecretary of the Air Force has made this block approach the model for other space programs to follow. We believe this new development paradigm will enable our ultimate goal – to efficiently acquire and deliver space systems that provide unique capabilities to our warfighter. 
Fed Key/Certainty Key

The plan is feasible now – just need a clear federal commitment, which is key to keeping costs down and the project on time

Joint Defense Science Board Intelligence Science Task Force, 8

[Report of the Joint Defense Science Board Intelligence Science Board Task Force on Integrating Sensor-Collected Intelligence, November, http://www.fas.org/irp/agency/dod/dsb/sensors.pdf, NKN]

The Secretary of Defense should direct full funding for the key programs, TSAT and JTRS in particular, and push for their earliest possible deployments. This should be done concurrent with critical reviews of continuing legacy systems procurements since these may not be able to provide the required net-centric capabilities. 

Both GAO and independent assessments have determined that the technologies necessary for TSAT development are mature. History tells us that funding inadequacy and uncertainty inevitably lead to cost and schedule increases, and that operational users are reluctant to transition away from a legacy system to one whose future is uncertain. Fully funding and aggressively executing the TSAT program is therefore essential. Accordingly, the USAF should be directed to establish a firm cost, schedule, and performance baseline and aggressively execute it, and should adequately and fully fund full scale development of the TSAT system. 

TSAT’s feasible and better than the alternatives – our card is comparative

Defense World, 9

[Defense World Dot Net, Bureau Writers, “Lockheed Martin awarded $ 75 million contract for Risk Reduction and System Definition by US Air Force”, February 11, http://www.defenseworld.net/go/defensenews.jsp?n=Lockheed%20Martin%20awarded%20$%2075%20million%20contract%20for%20Risk%20Reduction%20and%20System%20Definition%20by%20US%20Air%20Force&id=2761, NKN] 

Some of the key technologies for TSAT are digital processing to include radiation-hardened Application Specific Integrated Circuits, Radio Frequency antennas and electronics, Hall Current Thrusters, Lithium-Ion Batteries, and deployable radiators. The restructured program defers some TSAT content such as high-speed lasercom inter-satellite links to future TSAT satellite blocks while preserving critical features such as protection against man-made and natural threats, defenses against cyber attack, backward compatibility with the Advanced Extremely High Frequency (AEHF) satellite constellation and terminals, native Internet Protocol packet routing, and communications-on-the- move. SAT provides significantly more capacity and connections than the Milstar and AEHF systems, improving availability of protected satellite communications for future military operations. It will provide connectivity across the spectrum of mission areas, to include land, air and naval warfare; special operations; strategic nuclear operations; strategic defense; homeland security; theatre operations; and space operations and intelligence. 

AT: Propulsion Failures/Infeasability

The propulsion system works – successful demonstration proves

Space Mart, 8

[Space Mart Dot Com, “LockMart Demonstrates High Power Electric Propulsion System for TSAT Program”, July 29, http://www.spacemart.com/reports/LockMart_Demos_High_Power_Electric_Propulsion_System_For_TSAT_Program_999.html, NKN]

The Lockheed Martin and Northrop Grumman Transformational Satellite Communications System (TSAT) Space Segment team has completed a successful demonstration of its new-generation High Power Hall Current Thruster (HPHCT) electric propulsion system designed for use on the U.S. Air Force's TSAT constellation. 

AT: Squo Solves

TSAT is infinitely better than the status quo – eight reasons

Pulliam et al, 8

[Jeff Pulliam, Yadunath Zambre, Ani Karmarkar, TMOS Team, Lockheed Martin;  Vineet Mehta, Joe Touch, Josh Haines, and Matthew Everett TSAT Program Office, Space and Missile Command; “TSAT Network Architecture”, http://202.194.20.8/proc/MILCOM08/Milcom08/pdfs/652.pdf, NKN] 

Satellite communications continue to serve as a vital resource that provides connectivity and reachability for DoD/IC users, particularly in challenged environments and force conditions. In order to serve the needs of DoD/IC user, the US Government has a history of deploying protected satellite communications systems, beginning with MILSTAR I. Thus far, systems deployed and currently under development are circuit-based. The US Department of Defense is currently poised to develop the next generation satellite communications that will provide packet switched services along with circuit-based services, over a protected transmission platform, called the Transformational Satellite Communications System (TSAT). The TSAT system provides a number of enhancements over predecessor satellite communications systems: • High capacity packet switched services in space • A multi-gigabits per second rate space backbone • High capacity circuit switching in space • High rate circuits to airborne, spaceborne, and terrestrial terminals • Widespread adoption of commercially established standards, technologies and Internet protocols • Greater than 1 Mbps connectivity to mobile terminals • Dynamic coding, modulation, and resource allocation for adapting to changing link conditions • High degree of automation and ease in network planning, management and access 

AT: AEHF

[Read AT: Squo Solves here]

TSAT is much greater than AEHF – prefer our comparative evidence

Pulliam et al, 8

[Jeff Pulliam, Yadunath Zambre, Ani Karmarkar, TMOS Team, Lockheed Martin;  Vineet Mehta, Joe Touch, Josh Haines, and Matthew Everett TSAT Program Office, Space and Missile Command; “TSAT Network Architecture”, http://202.194.20.8/proc/MILCOM08/Milcom08/pdfs/652.pdf, NKN] 

The increased capacity offered by TSAT is nearly an order of magnitude greater than its predecessor system, AEHF. This increase reflects the growth in capacity demand due to the number of hosts in the network, as well as the higher capacity demands of a diversity of applications 

AT: AEHF


TSAT much better than AEHF for two reasons: security and 8 times the bandwith capacity – prefer our comparative evidence

Global Security, 5

[Global Security Dot Com, “Transformational SATCOM (TSAT) Transformational Communications Satellite (TSAT) Advanced Wideband System”, January 9, site maintained by John Pike, http://www.globalsecurity.org/space/systems/tsat.htm, NKN] 

The TSAT assets of the DoD ring support RF data rates up to 45 Mbps and laser communication user data rates into the 10-100s Gbps range. A design objective of the DoD ring is to provide multiple, simultaneous user access to laser-based communications. This feature creates a virtually jam-proof environment. The TSAT also offers an enormous increase in total bandwidth capacity with loaded capacity of about 2 Gbps of RF per vehicle compared with 250 Mbps for AEHF. 

AT: It’s a Failure/Solvency Takeouts

Doesn’t matter – still will solve our advantages just well enough and still causes a paradigm shift to change DoD procurement and communications systems. 

TCA is inevitable – it’s just a matter of whether TSAT is included

Katzman, 6

[Joe, Editor in Chief, Defense Industry Daily; founder and Editor-in-Chief of windsofchange.net, expert in military affairs, “The USA’s Transformational Communications Satellite System (TSAT)”, February 2, http://www.windsofchange.net/archives/006660.html, NKN]

There is little question that high-bandwidth capabilities will be needed on the front lines, and soon. Network-centric warfare is here. Will the network it requires be there for America's military over the next 5 years? How about the next 25 years, which is the required planning horizon? Making that happen won't be easy. Some failures and setbacks are inevitable. Yet there is little question that TCA is coming. One key issue is how well the Transformational Communications Office can leverage the failures into valuable lessons that help other TCA projects and programs succeed. If they're up to these challenges, the TCA still won't be a complete success and probably won't be on budget, either - but it will be good enough, overall, to meet many of its promises and make a big difference on future battlefields. In the life and death arena of military purchases and global geopolitics, that would make the TCA's costs money well spent. 

***DRONES ADV
Drones Advantage 1AC

Currently, drones missions are constrained by cancellation of TSAT – plan key to expanding drone strikes and missions

Washington Technology, 10

[Washington Technology Dot Com, the online authority for government contractors and partners, “FCSA Schedule 70 Value Rises”, by Sami Lais, September 15, http://washingtontechnology.com/articles/2010/09/15/fcsa-schedule-70-value-rises.aspx, NKN]

That demand has been growing fast. Defense Secretary Robert Gates signed off on shifting $1.3 billion to ISR in DOD’s 2008 budget. In its 2010 budget request, DOD shifted items previously funded through supplemental appropriations into its budget request. That $13 billion transfer included an increase in ISR assets and UAVs. The scuttling last year of DOD’s Transformational Satellite Communications System (TSAT) program, which was to provide secure, high-capacity global communications for DOD, NASA and the intelligence community, may also boost FCSA sales. “The abandonment of TSAT hit us hard, especially on the protected band side, which unfortunately, ComSatCom really can’t help us with,” Gager said. “Overall, requirements that were going to go on TSAT will possibly go on Wideband Global Satellite Communications (WGS).” 
No offense – drone strikes are ineffective in the status quo

Kantar, citing Byman, 9

[Max, “International Law: The First Casualty of the Drone War”, Google, accessed 6/24/11]

The Brookings Institution published an analysis of the U.S. drone policy in Pakistan last July.6 The analysis, written by Senior Fellow, Daniel Byman, concluded that despite the difficulty in determining exact numbers of civilian casualties, it was likely that “more than 600 civilians” have been killed by U.S. attacks at the time of writing. “That number suggests,” the report continued, “that for every militant killed, 10 or so civilians also died.” This assessment is highly significant for multiple reasons. The centrist Brookings Institution is arguably the most powerful and influential think tank in the United States, as noted by the authoritative Think Tank Index magazine. Brookings also routinely garners by far the most media citations annually.7 To say the least, it is quite noteworthy that the most mainstream and establishment think tank in the United States has gone on record saying that 90% of those killed in U.S. drone attacks in Pakistan have been innocent civilians.

Ineffective drones now – they’re radicalizing the Pakistani people because of collateral damage and collapsing the state

Gregory, June 4th 

[Matt, staff writer @ Technorati, expert in International Affairs, “Are Drones the Answer in Pakistan?”, June 4, 2011, http://technorati.com/politics/article/are-drones-the-answer-in-pakistan/, NKN]

Pakistan has already publicly denounced the US's recent increase in drone attacks. In Pakistan, statistics show that, “Of the 44 Predator strikes carried out by U.S. drones in the tribal areas of Pakistan over the past 12 months, only five were able to hit their actual targets, killing five key al-Qaeda and Taliban leaders, but at the cost of over 700 innocent civilians… for each al-Qaeda and Taliban terrorist killed by the American drones, 140 civilian Pakistanis also had to die.” The figures concerning the negative results of American drone use in Pakistan paint a picture in which the drones look ineffective, clumsy, and destructive rather than precise and successful. For an idea in which America claims will eliminate collateral damage and drastically reduce the loss of lives in combat, drones seem to not be living up to their hype. 

Radicalized Pakistan makes Indopak war certain

Moreau 10 (Ron Moreau, Newsweek's Afghanistan and Pakistan correspondent, September 04, 2010, “More Dangerous Than Ever”, http://www.newsweek.com/2010/09/04/pakistan-is-the-world-s-most-dangerous-country.html)

The chilling video released this past July is proof of just how potentially dangerous Pakistan is to itself, the region, and the world. It shows would-be Times Square bomber Faisal Shahzad, a Pakistani-born American citizen, embracing Pakistani Taliban leader Hakimullah Mehsud, patting him warmly on the back and then vigorously pumping his hand. A voice-over deadpans: “We are planning to wage an attack on your side, inshallah.” Mercifully, the car bomb that Shahzad had learned to fashion last year while visiting the militants’ stronghold in North Waziristan, one of Pakistan’s semiautonomous tribal areas, failed to detonate on May 1. But as James Dobbins of the RAND Corporation think tank put it, “We are just one car bomb away from a major crisis with Pakistan.” Indeed, three years after NEWSWEEK published its controversial cover naming Pakistan the world’s most dangerous nation, it seems to be even worse off. This past January, Pakistani tribal militants released another video, this one showing Mehsud sending Jordanian double agent Humam Khalil Abu-Mulal al-Balawi on his suicide mission to blow up seven CIA operatives at Camp Chapman, near Khost, on Dec. 30. Afghan immigrant Najibullah Zazi didn’t leave behind a video that we know of, but after receiving training in a Qaeda-affiliated camp in the tribal zone two years ago, he returned to his workaday life in the U.S. while planning to be part of a coordinated suicide bombing on New York City’s subway system. He was arrested before he could act. Then there is the massacre in Mumbai in November 2008, in which 160 people died, an operation carried out by Lashkar-e-Taiba militants in Pakistan. India seems to have shown self-restraint. But if there is a next time, public opinion may force New Delhi to retaliate, which could bring both nations to the brink of nuclear war. The great danger is that there almost certainly will be a next time. Pakistan’s leaders have failed to come to grips with what’s lurking in their country. To be fair, the Pakistani military has acted forcefully over the past 18 months in both Swat and South Waziristan, and in other tribal areas, to confront and smash militant networks. But it hasn’t done enough. The militants are agile and deeply rooted after enjoying years of free rein. North Waziristan has become the magnet for myriad would-be jihadists: tribal Pakistanis, Afghans, Kashmiris, Punjabis, Arabs, Chechens, Uzbeks, Britons, and even Americans. They come to receive inspiration, to train, to study, to plot, and to attack. These jihadists may be diverse, disunited, and pursuing their own agendas, but there is a common denominator: destabilizing Afghanistan, Pakistan, and India—and scheming against the West. They may also be getting stronger. Almost as soon as the devastating floods struck in late July, they began filling a void left by the government’s disorganized initial response. Taiba’s charity wing, and those of several other Islamist and jihadi groups, were out there distributing tents, water, and medicine long before government teams began appearing. And the recently released WikiLeaks documents suggest that Pakistan’s Inter-Services Intelligence is giving not only shelter to the Afghan Taliban but also assisting and advising the insurgents. The space in which militants operate may have shrunk in Swat and parts of South Waziristan, but, disturbingly, it has expanded in other areas inside and outside the tribal belt, including the Punjab, the country’s most populous and perhaps most politically important province. Once relatively free of militant violence, it is now a gathering place, where sectarian, anti-Indian, and jihadist groups have emerged seemingly stronger than ever, says Lahore political scientist Hasan Askari Rizvi. Suicide and ground assaults against the police, intelligence agencies, and civilians, including an ambush of the Sri Lankan cricket team in March 2009, are on the increase there. This past week suicide bombers killed more than 30 Shiites during a religious procession in Lahore. Taiba is believed to have ambitions far beyond India, says America’s top military officer, Adm. Mike Mullen, and is becoming “a significant regional and global threat.” Operating out of the space ceded to them, and by exploiting the country’s modern telecommunications, transport, and financial systems, the Taliban, the Lashkars, and the Harakats arguably can plant a bomb in New York, Mumbai, and Kabul almost as easily as they can send a suicide bomber to Karachi or Islamabad. As long as that remains true, Pakistan will be widely viewed as the country presenting the most danger to regional and global security—and to its own stability.
Indopak conflict leads to extinction

Fai 1 (Dr. Ghulam Nabi, Executive Director of the Washington-based Kashmiri American Council, “India Pakistan Summit and the Issue of Kashmir,” 7/8, Washington Times, http://www.pakistanlink.com/Letters/2001/July/13/05.html)

The foreign policy of the United States in South Asia should move from the lackadaisical and distant (with India crowned with a unilateral veto power) to aggressive involvement at the vortex. The most dangerous place on the planet is Kashmir, a disputed territory convulsed and illegally occupied for more than 53 years and sandwiched between nuclear-capable India and Pakistan. It has ignited two wars between the estranged South Asian rivals in 1948 and 1965, and a third could trigger nuclear volleys and a nuclear winter threatening the entire globe. The United States would enjoy no sanctuary. This apocalyptic vision is no idiosyncratic view. The Director of Central Intelligence, the Department of Defense, and world experts generally place Kashmir at the peak of their nuclear worries. Both India and Pakistan are racing like thoroughbreds to bolster their nuclear arsenals and advanced delivery vehicles. Their defense budgets are climbing despite widespread misery amongst their populations. Neither country has initialed the Nuclear Non-Proliferation Treaty, the Comprehensive Test Ban Treaty, or indicated an inclination to ratify an impending Fissile Material/Cut-off Convention.

Miscalculation uniquely lowers the threshold for nuclear use

Kahn 3 (Bachelors Degree in Economics from the University of Essex, and a M.Phil. in Economics from the University of Cambridge,  Pakistani social activist, social scientist, economist and politician, and military officer (M. Asghar, The Nuclear Option,  Countercurrents.org, November 5, 2003, http://www.countercurrents.org/ipk-khan051103.htm)

When India exploded its nuclear bomb, Nawaz Sharif, sent one of his ministers to seek my advice whether we should also explode a nuclear device, I advised him not to do so. However the widespread frenzy and a false sense of pride got the better of him and he took the step that was acclaimed in the country as an act of statesmanship. If Pakistan was a non-nuclear power it would not be necessary for India to attack Pakistan with nuclear weapons even if Pakistan was the aggressor. It makes no sense that India should launch a nuclear attack against Pakistan when it already has three times Pakistan's strength in conventional weapons. It is Pakistan, a smaller military power that may, in desperation, want to use nuclear weapons in its defence. However if it ever did so, India could retaliate and within minutes destroy three or four of Pakistan's cities and also Pakistan's main command and control capacity. Anything comparable that Pakistan could do may damage India in many ways but it would be nothing compared to the damage that would have been done to Pakistan. Pakistan would, as a result, be mortally damaged whereas India would be damaged to a much lesser extent and would still survive as a nation. It is also possible that in a state of heightened tension, India could itself explode a bomb or two in one of its lesser populated or vital areas and then within minutes obliterate Pakistan's main strategic centres. India could claim that Pakistan had bombed it first. There would not be many of us left to deny this. There are other scenarios that are frightening. India and Pakistan are today the only two hostile nuclear powers with a common border. The warning time is less than one minute and in this situation, a misreading of a warning of a nuclear attack could initiate a reaction and the launching of a retaliatory strike. This could initiate a nuclear conflict by miscalculation. After the second world war there were a number of occasions when the two nuclear powers, the US and the USSR, misread the warning of a possible nuclear strike and ordered their interceptor aircraft to meet the 'hostile' aircraft, assumed to be carrying nuclear weapons. After some time and before the interceptor aircraft had made contact, it was discovered that the warning was false and the interceptor aircraft were called back. In our situation, we do not have the distance or the time to correct our mistake. The few seconds that we have, will not be enough and it is likely that we will destroy ourselves before the error is recognized. There is also the danger that some madman on either side, might press the button in the belief that it was his national or religious duty to do so. The possibilities are frightening and only fools can disregard this real danger. It has been true throughout history that an enemy has been created to infuse unity in a country and indeed sometimes desirable for it to make progress. The dissolution of the Soviet Union posed a problem for the United States and it had been faced

Nuclear war

Pitt, 9

[William, NYT Correspondent, author, 5/8/9, “Unstable Pakistan Threatens the World”, http://www.arabamericannews.com/news/index.php?mod=article&cat=commentary&article=2183, NKN]

But a suicide bomber in Pakistan rammed a car packed with explosives into a jeep filled with troops today, killing five and wounding as many as 21, including several children who were waiting for a ride to school. Residents of the region where the attack took place are fleeing in terror as gunfire rings out around them, and government forces have been unable to quell the violence. Two regional government officials were beheaded by militants in retaliation for the killing of other militants by government forces. As familiar as this sounds, it did not take place where we have come to expect such terrible events. This, unfortunately, is a whole new ballgame. It is part of another conflict that is brewing, one which puts what is happening in Iraq and Afghanistan in deep shade, and which represents a grave and growing threat to us all. Pakistan is now trembling on the edge of violent chaos, and is doing so with nuclear weapons in its hip pocket, right in the middle of one of the most dangerous neighborhoods in the world. The situation in brief: Pakistan for years has been a nation in turmoil, run by a shaky government supported by a corrupted system, dominated by a blatantly criminal security service, and threatened by a large fundamentalist Islamic population with deep ties to the Taliban in Afghanistan. All this is piled atop an ongoing standoff with neighboring India that has been the center of political gravity in the region for more than half a century. The fact that Pakistan, and India, and Russia, and China all possess nuclear weapons and share the same space means any ongoing or escalating violence over there has the real potential to crack open the very gates of Hell itself. 

We’ll isolate three internal links:

First, TSAT slashes processing times by more than 99% -- this is key to utilize drone effectiveness

Katzman, 6

[Joe, Editor in Chief, Defense Industry Daily; founder and Editor-in-Chief of windsofchange.net, expert in military affairs, “The USA’s Transformational Communications Satellite System (TSAT)”, February 2, http://www.windsofchange.net/archives/006660.html, NKN]

TSAT is intended to provide internet-like capability that extends high-bandwidth satellite capabilities to deployed troops worldwide, and delivers an order of magnitude increase in available military bandwidth. Using laser communications intersatellite links to create a high data-rate backbone in space, TSAT will be one of the key enablers for the American vision of Network Centric Warfare. A visual image from a UAV that would take 2 minutes to process with the Milstar II satellite system would take less than a second with TSAT. A radar image from a Global Hawk UAV (12 minutes), or a multi-gigabyte radar image from space-based radar (88 minutes), would also take less than a second with the TSAT network. Best of all, the recipient can be on the move with a relatively small receiver, anywhere in the world. 

**100-(1/120 seconds) = >99%

Second, TSAT distinguishes between high and low data access users – this key to sustain information flow and warfighting. Independently, it’s key to NCO 

Katzman, 6

[Joe, Editor in Chief, Defense Industry Daily; founder and Editor-in-Chief of windsofchange.net, expert in military affairs, “The USA’s Transformational Communications Satellite System (TSAT)”, February 2, http://www.windsofchange.net/archives/006660.html, NKN]

As Military Information Technology explains, TSAT users fall into two broad categories: high-data rate access users and low-data rate access users. The high-data rate access provides a data rate of 2.5 gigabits to 10 gigabits per second through laser communications. However, only 20 to 50 or so of these links would be available, and they will most likely be dedicated to major intelligence, surveillance and reconnaissance assets in space and in the air. Others on the low data-rate end can still use about 8,000 simultaneous radio frequency (RF) data links, which will provide connectivity to strategic assets and tactical users as well as the aerial intelligence, surveillance and reconnaissance (ISR) platforms. The high data rate platforms have drawn the most attention, but the ability to covert high data throughput into thousands of RF channels is likely to prove equally important. 

**aerial ISR = Sats + drones

Third, Warfighters in the squo have no real-time access to drone intelligence—they can only see things over time

Singer, ‘9 

[P.W., Director of the 21st-Century Defense Initiative at Brookings, Wired for War: The Robotics Revolution and Conflict in the 21st Century, 2009, p. 222]

The primary challenge in fighting irregular wars is the difficulty of “finding and fixing” foes, not the actual killing part. Insurgents don’t just take advantage of complex terrain (hiding out in the jungle or cities), they also do their best to mix in with the civilian population. They make it difficult for the force fighting them to figure out where they are and who they are. Here is where unmanned technologies are proving especially helpful, particularly by providing an all-seeing “eye in the sky.” Drones not only can stay over a target for lengthy periods of time (often unnoticed from the ground), but also have tremendous resolution on their cameras, allowing them to pick out details, such as what weapon someone is carrying or the make and color of the car they are driving. This ability to "dwell and stare," as one Predator pilot described, means that the unit can get a sense of the area and "see things develop over time." Another describes how by watching from above, units can build up a sense of what is normal or not in a neighborhood, much the way a policeman gradually gets to know his beat. "If we can work one section of a "city for a week," says Lieutenant Colonel John "Ajax" Neumann, commander of the UAV detachment in Fallujah, "we can spot the bad guys in their pickups, follow them to their safe houses and develop a full intelligence profile-all from the air, We've brought the roof down on some. Others we’ve kept under surveillance until they drive out on a highway, then we've vectored in a mounted patrol to capture’ them alive.”

Real-time analysis is key to effective coordinated maneuvers and actions – plan solves 

Thakur, 5

[Vijainder K., Aviations expert and consultant, he served 20 years as a fighter pilot in the Indian Air Force, “Transformational Satellite Communications System (TSAT)”, July 21, http://kuku.sawf.org/Emerging+Technologies/1797.aspx, NKN]  

Satellite and UAV based surveillance of battlefield is now widely available to US commanders in the field. However, there is currently no way to make the surveillance data available to warfighters in realtime.  While engaging the enemy, there is a need for the warfighters on the ground to see in realtime exactly what the UAV or satellite above is seeing. The DOD Transformational Satellite Communications System (TSAT) is conceived as a constellation of satellites that provide a space based high bandwidth communication backbone to allow field units to access optical and radar imagery from UAV and satellites in real time. The constellation will support Communications on the Move (COTM) to as small as 1 ft terminals and provide a dynamic adaptation of data rates in response to jamming or weather conditions. 
EXT: Missions Fail/TSATS Solve
Drone missions are constrained by lack of TSAT – plan allows for more drone missions

Joint Defense Science Board, 8

[Report of the Joint Defense Science Board Intelligence Science Board Task Force on Integrating Sensor-Collected Intelligence, November, http://www.fas.org/irp/agency/dod/dsb/sensors.pdf, NKN]

If TSAT is cancelled or significantly delayed further, the military and intelligence communities will be faced with a limited set of potential actions. They must dramatically reduce their expectations about the number of deployed units and UAVs supportable by the communications assets available, and they must also be prepared to both aggressively fund continued development of the TMOS ground system and continue to fund procurement of, and improvements to, legacy and other program-of-record systems, however no assured wide-band communications will be available from any programs except TSAT

Drones are beginning to stress intelligence and communication systems – TSAT key to change the tactical environment in favor of the US

Joint Defense Science Board, 8

[Report of the Joint Defense Science Board Intelligence Science Board Task Force on Integrating Sensor-Collected Intelligence, November, http://www.fas.org/irp/agency/dod/dsb/sensors.pdf, NKN]

SATCOM transformation, as depicted in Figure E-6, can be viewed both as a product and an enabler. Early MILSATCOM developers credibly architected a system-of-systems which supported the multiple and widely varied missions, from strategic to tactical. Rapid advances in technology, propelled also by growing bandwidth demand and the need for flexibility, drove development of the AEHF, WGS, and MUOS systems. These systems were intended to support the same sets of missions for a greatly expanded user set, and with much greater bandwidth and agility than their legacy predecessors, although without protection from jamming except for AEHF. As the number of deployed units increases and the breadth of their missions widens, they continue to be lighter, more mobile and agile, and less able to support large communications packages, and therefore more dependent on reach-back to central locations for essentials like intelligence processing and exploitation. The continued explosive growth in the number, type and deployment of UAVs demands a networked, highly flexible environment. TSAT and the evolving TCA will fulfill that need. 
Drones Ineffective
Drones are OK at best – prefer our rigorous statistical analysis

Sarbahi and Johnston, 11

[Anoop, Research Fellow, Belfer Center for Science and International Affairs, John F. Kennedy School of Government, Harvard University and Ph.D. Candidate @ UCLA; Patrick,  Research Fellow, Belfer Center for Science and International Affairs, John F. Kennedy School of Government, Harvard University and Post-Doctoral Scholar, Department of Political Science, Stanford University; “The Impact of U.S. Drone Strikes on Terrorism in Pakistan”, January 17, http://patrickjohnston.info/materials/drones.pdf, NKN] 

This research note examines the effectiveness of the US’ use of unmanned aerial vehicle technology (UAV) as a counterterrorism instrument in Pakistan’s Federally Administered Tribal Areas (FATA) using data on US drone strikes and terrorism in FATA from March 2004–June 2010. Initial analysis shows a positive correlation between drone strikes and militant violence. Once local factors and time eﬀects are controlled for, however, the correlation becomes negative and yields suggestive evidence that drone strikes have played a role in curtailing terrorist activities in FATA. The data analysis suggests that while overall levels of violence in FATA remain high, drone strikes are associated with modest declines in the overall incidence of terrorist attacks and the lethality of these attacks, as well as declines in the incidence of IED and suicide attacks. 

Currently, drones missions are constrained by cancellation of TSAT – plan key to expanding drone strikes and missions

Washington Technology, 10

[Washington Technology Dot Com, The Online authority for government contractors and partners, “FCSA Schedule 70 Value Rises”, by Sami Lais, September 15, http://washingtontechnology.com/articles/2010/09/15/fcsa-schedule-70-value-rises.aspx, NKN]

That demand has been growing fast. Defense Secretary Robert Gates signed off on shifting $1.3 billion to ISR in DOD’s 2008 budget. In its 2010 budget request, DOD shifted items previously funded through supplemental appropriations into its budget request. That $13 billion transfer included an increase in ISR assets and UAVs. The scuttling last year of DOD’s Transformational Satellite Communications System (TSAT) program, which was to provide secure, high-capacity global communications for DOD, NASA and the intelligence community, may also boost FCSA sales. “The abandonment of TSAT hit us hard, especially on the protected band side, which unfortunately, ComSatCom really can’t help us with,” Gager said. “Overall, requirements that were going to go on TSAT will possibly go on Wideband Global Satellite Communications (WGS).” 
***Addons

Info Dominance Add-On

Improved satellite infrastructure key to information analysis and dominance – ISR data is especially vulnerable

GAO, 10

[Government Accountability Office, “ INTELLIGENCE, SURVEILLANCE, AND RECONNAISSANCE Overarching Guidance Is Needed to Advance Information Sharing”, March 17,  Statement of Davi M. D’Agostino, Director of Defense Capabilities, http://www.gao.gov/new.items/d10500t.pdf, NKN]

Second, transmitting data from ISR collection platforms to ground stations where analysts process, exploit, and then disseminate intelligence to users requires high-capacity communications bandwidth. However, bandwidth can be limited in a theater of operations by the satellite and ground-based communication capacity. An insufficient amount of bandwidth affects the ability to send, receive, and download intelligence products that contain large amounts of data. For example, intelligence products derived from ISR geospatial data have high bandwidth requirements—the higher the resolution of the product, the longer the transmission time via a given bandwidth. DOD officials have acknowledged that limited bandwidth is a continual challenge in Iraq because of the warfighter’s reliance on  geospatial data. GAO and others have reported that DOD continues to face a growing need for communications bandwidth in combat operations. 

Information dominance is key to heg and to solve literally every threat 

Nye and Owens, 96

[Joseph, former Chairman of the National Intelligence Council and Assistant Secretary of Defense for International Affairs in the Clinton administration, is Dean of the John F. Kennedy School of Government at Harvard University; Admiral William A., former Vice Chairman of the Joint Chiefs of Staff in the Clinton administration; “America's Information Edge” http://www.foreignaffairs.com/articles/51840/joseph-s-nye-jr-and-william-a-owens/americas-information-edge, NKN] 

The American century, far from being over, is on the way. The information revolution, which capsized the Soviet Union and propelled Japan to eminence, has altered the equation of national power. America leads the world in the new technologies. Its emerging military systems can thwart any threat. On the "soft-power" side, it projects its ideals and other countries follow. To prevent an information race, America must share its lead; to preserve its reputation, it must keep its house in order. Knowledge, more than ever before, is power. The one country that can best lead the information revolution will be more powerful than any other. For the foreseeable future, that country is the United States. America has apparent strength in military power and economic production. Yet its more subtle comparative advantage is its ability to collect, process, act upon, and disseminate information, an edge that will almost certainly grow over the next decade. This advantage stems from Cold War investments and America's open society, thanks to which it dominates important communications and information processing technologies--space-based surveillance, direct broadcasting, high-speed computers--and has an unparalleled ability to integrate complex information systems. This information advantage can help deter or defeat traditional military threats at relatively low cost. In a world in which the meaning of containment, the nuclear umbrella, and conventional deterrence have changed, the information advantage can strengthen the intellectual link between U.S. foreign policy and military power and offer new ways of maintaining leadership in alliances and ad hoc coalitions. The information edge is equally important as a force multiplier of American diplomacy, including "soft power"--the attraction of American democracy and free markets. The United States can use its information resources to engage China, Russia, and other powerful states in security dialogues to prevent them from becoming hostile. At the same time, its information edge can help prevent states like Iran and Iraq, already hostile, from becoming powerful. Moreover, it can bolster new democracies and communicate directly with those living under undemocratic regimes. This advantage is also important in efforts to prevent and resolve regional conflicts and deal with prominent post--Cold War dangers, including international crime, terrorism, proliferation of weapons of mass destruction, and damage to the global environment. 

GPS Add-On

Network-centric warfare coming now, but GPS is vulnerable – it must be improved to sustain and win wars

Fralick, 2k

[Charles R. Jr., Lt. Commander in the US Navy, “Navigation in the Age of Network-Centric Warfare”, Naval War College, February 8, http://www.dtic.mil/cgi-bin/GetTRDoc?Location=U2&doc=GetTRDoc.pdf&AD=ADA378706, NKN] 

In today's military, navigation of platforms, personnel and weapons centers around the use of the Global Positioning System (GPS). Whole weapons programs rely on GPS for their precision strike capability. While offering a level of accuracy unheard of a couple of decades ago, GPS is vulnerable to asymmetrical attack in the form of jamming and spoofing. Because of the platform-centric nature of our current navigation architecture, the Joint Commander has virtually no ability to control weapons in the event of a GPS failure. Additionally, he has no ability to provide networked navigation information or provide error control of navigation information to his forces. With the coming of Network-Centric Warfare (NCW) and the information superiority it will provide, the Joint Commander must be able to control, exploit and disseminate navigation information just like any other battlespace-critical factor. By incorporating geospatial information as a subset of overall battlespace awareness, we can ensure the robust and reliable navigation information flow that will allow the Joint Commander to dominate the battlespace of the future. 

TSAT key to improving GPS and ISR – new algorithms, better processing, lower energy requirements, decreased response time, increased security

Joint Defense Science Board Intelligence Science Task Force, 8

[Report of the Joint Defense Science Board Intelligence Science Board Task Force on Integrating Sensor-Collected Intelligence, November, http://www.fas.org/irp/agency/dod/dsb/sensors.pdf, NKN]

To improve close-in sensing capability, technology is needed to extend duration and reduce the number of sensors required. New integration algorithms are needed to realize performance improvements of the close-in devices through combination with longer-range standoff sensors. Sensor costs needs to be reduced and new methods of low-cost, standoff delivery are needed to make deployment over a wider scale affordable. On-board processing capability must be developed to allow the close-in sensor to not parrot raw data according to fixed schedules, but instead, to use smart algorithms to exfiltrate cueing information and to send raw data when requested for remote correlation processing. Technologies must be developed to allow close-in sensors to consume significantly less power and to have power systems able to provide deployment durations of many months without needing to replenish batteries or redeploy fresh sensors. Close-in sensors need to be made mobile to be able to provide optimal orientation in response to a time evolving situation, to be able to reduce the number of sensors needed per unit area, and to provide the ability to optimally position for communications. The task force found evidence that progress is being made across several of these objectives. For example, consider a tagging, tracking and locating (TTL) mission and the algorithm and system architecture trades possible using smart algorithms for GPS processing. The processing energy (Figure 21) to compute a single GPS fix with external aiding of course position can be done for about 5 joules in an efficient embedded digital signal processing chip. The resulting information message can code location in about 100 bits. For long–range exfiltration with small, inefficient antennas in disadvantaged locations, the transmission energy will dominate even for this modest message. With an appropriate receiver, unprocessed GPS signals can be sampled and retransmitted for 1/1000 of the full fix processing energy, but this option requires about 1000 times more samples to be transmitted. If the device needs to communicate these unprocessed GPS signal samples more than a few 10s of km, or using a poor antenna, or though canopy, this repeater architecture fails because propagation losses overwhelm the processing energy savings. With the proper system design trades, it is possible to intelligently use one mode of operation or the other and optimize overall performance. Another such system-level trade is associated with the balance between processing energy to compress the detected signal and the energy to transmit the resulting data stream. For speech, Figure 22 shows the linear compression rate versus energy for various compression algorithms producing the same mean opinion score (a domain specific measure of distortion) currently implemented in deployed systems or in R&D. The data shows that there is a particular energy cost (computed based on embedded processor instruction cycles) to achieve a compression ratio.  The cost/benefit of these varies. Because propagation loss versus range is at best inverse quadratic (with R**4 close to the ground, and additional losses for fixed obstructions like trees), it is often worth spending the energy on as much compression as possible. More energy efficient technologies for compression are needed with acceptable distortions for various phenomenologies and signatures of interest to close-in sensors. Memory density and cost are both trending favorably to develop close-in sensor systems with TIVO-like capabilities in which highly compressed data is transmitted, but all data is archived in pure sampled form. The system architectures that exploit these technologies must work with both low and high fidelity data and there must be control techniques to exfiltrate the high fidelity data only when it is needed based on indications in the low fidelity data or cues from other sensors. The task force recommends that a broader systems view discussed above be adopted in addressing close-in ISR requirements. Further, this perspective should consider the infrastructure issues of delivery and ex-filtration across a range of close-in collection missions rather than addressing each requirement uniquely.  Research efforts to improve close-in ISR should focus on: ƒ Exploiting the DOE exploratory research in dense networks of inexpensive sensors. ƒ Integration of persistence airborne sensors with close-in sensors.  ƒ Development of large IR focal plane arrays for UGS. ƒ Surface-based, integrated network of video cameras for autonomous ID and track of vehicles and people.  ƒ Networked micro-UAVs which can perch and stare. ƒ Tracking algorithms and enhancements.  ƒ Development of robust pattern recognition and interpretation techniques. ƒ Development of tools to enable dynamic tasking of close-in sensors to include the support of a rapid tip and cue of high resolution UGS video. 7.3 Status of Sensors to Detect Difficult Signatures The hard problems which challenge our ability to see the adversary are being attacked with multiple approaches. Table 1 shows nine sensing techniques and their applicability towards 5 key hard problems. Developmental status is shown as well. As can be seen from the table, many of these difficult targets present real technical challenges for sensors that can detect the low magnitude and/or noisy signatures that they emit. Many of these challenges, such as detecting weapons of mass destruction and their precursors or characterizing deeply-buried targets, have been research topics for many years with only modest development success. The task force believes, however, that it is important to continue this research because of the criticality of the associated ISR collection needs. While single senor phenomenology for many of these targets is extremely difficult to reliability detect, there are potential benefits from integrating data from multiple sensors. To illustrate the value of sensor integration for these hard targets, the rest of this section discusses sensing in urban environments, where the biggest current challenge is tracking people, and sensing in 
environments that have dense foliage. Other examples are discussed in Appendix G. 7.3.1 Sensing in Urban Environments Tracking targets, particularly people, in urban environments is critical to current stabilization and counter-terrorism missions and it continues to stress the present capabilities of our forces. The second challenge is to find the suspected targets under a high degree of clutter (urban clutter) in a large population. Sensors need an integrated architecture because they are limited by visibility, clutter, people and vehicle high traffic density, etc. Some successful capabilities to date include utilizing video surveillance for forensic backtracking. An integrated sensor architecture with multi-modalities (EO, SIGINT, MOVINT, etc.) offers great potential to mitigate the challenge. Integration of sensors on multiple platforms which have complementary capabilities will be required for surveillance in urban and near-urban domains. Radar sensors on large airborne platforms (e.g. JSTARS and LSRS) will be required to provide surveillance in rural and suburban areas to detect and track moving targets over a large area, but in low to moderate traffic densities. Improvements in time-on-station using long endurance UAVs will increase the coverage areas and help reduce the cost of persistence. In the high traffic density associated with the urban environment, the rapid revisit time (~ 2 per second) associated with EO surveillance systems such as Constant Hawk supports tracking of moving targets. Long endurance Vertical Take-off and Landing (VTOL) UAVs which can complement the sensor needs will provide vertical agility and hover capabilities to optimize sensor starring geometry. Continuity of target track between the rural/suburban to urban domain will require handover from ground moving target indicator (GMTI) to optical trackers. SIGINT can contribute to improved track association for this purpose, as well as target ID. For closer observation of a suspect site, a UAV-mounted video sensor can be cued to collect high resolution full motion video of possible dismount activities. However, as discussed in Section 7.1, the sample rate of video is likely higher than required by the rate of change in the scene. Short range radars (GMTI/SAR) integrated on small or micro scale UAVs can provide surveillance in urban terrain during bad weather and at night to complement urban EO surveillance. The reduced level of normal activities also helps in identifying suspicious activities as well as tracking suspect vehicles. These radars can also be cued to detect, and potentially characterize, dismount activities through spectral analysis of the Doppler return. Wide area near-urban surveillance provides cordon surrounding the urban area to provide continuity of coverage of activities that originate or terminate in the urban terrain, e.g. visits to and from weapons caches, and IED emplacements. When vehicle tracks continue into an urban area, the track is handed over to higher revisit rate EO sensors integrated into VTOL UAVs which are well suited for the urban terrain (steep look angles favored by EO sensors ensure high visibility). Target tracks can be exploited to detect activity patterns and associate them with potential insurgent activities and key locations (e.g., a bomb maker). Accumulated knowledge of suspect sites can also be used to tip and cue Narrow Field Of View sensors (video) to gather real-time information on potential insurgent activities. This knowledge can also serve to focus HUMINT collections and exploitation. Accumulated evidence, combined with real-time observation, can inform the decision making process and provide vital information prior and during actions against the enemy. The task force observed compelling examples of these capabilities from the war efforts in Iraq and Afghanistan. However, most of these examples have been integrated rapidly with available technology in response to urgent needs from the theater. Many are prototypes or rapidly constructed experiments. The task force recommends that the results from these efforts be used to inform system-level designs capabilities to be developed and deployed broadly across all of the DoD areas of responsibility. 7.3.2 Foliage Penetration Sensing Foliage obscuration represents a major challenge to ISR sensors in key regions of the world. Penetration of foliage by sensors to detect and characterize targets and activities of interest is a principal component of this challenge Foliage penetrating (FOPEN) sensors have to operate at relatively low frequencies (UHF and VHF) compared to open terrain sensors. Such sensors are limited in the resolution they can achieve and in the ability to detect slow moving targets. This makes it difficult to detect and to distinguish targets and sites of interest from the multitude of other very similar “confuser” sites and targets. The focus to date has been on UHF/VHF SAR technology and imagery exploitation for tactical military targets and significant progress has been made in this area. Civilian targets (associated with terrorist and drug activities) present a new challenge that needs to be addressed. Other sensor modalities, primarily in the use of laser technology, are emerging, but CONOPS and integration into an overall system architecture need further investigation Wide-area, high rate FOPEN GMTI for detecting vehicles and dismounts through the foliage canopy requires large airborne platforms to accommodate antennas of sufficient size to achieve necessary low minimum detectable velocity (MDV) for these fast platforms. Advanced antenna concepts (e.g. Multiple Input, Multiple Output (MIMO)) are being explored for this purpose, but additional R&D is required to improve and validate performance. If large area coverage/rate is not required, achieving a low MDV target detection and tracking is facilitated by using a hovering helicopter (i.e. stationary) platform. This approach is implemented in the DARPA FORESTER program which uses the DARPA A-160 long endurance unmanned helicopter. For detecting stationary vehicles and structures, UHF and VHF SAR imaging is used in an integrated system CONOPS that leverages the better penetration of VHF and the higher achievable resolution of UHF. In cases where gaps exist in the foliage canopy, Hyperspectral Imaging (HSI) has been explored for identifying materials and effluents indicative of human activities and habitats. Similarly, LADAR can also be used to exploit gaps in the foliage. Fine angular resolution coupled with high range resolution achievable with LADAR provides 3-D images that can be used for target identification. However, coverage is very limited and the LADAR needs to be cued from other sources. As in other missions, the key objective of FOPEN sensing is to collect data that support the accumulation of information and knowledge leading to actionable intelligence and actions in environments where foliage cover is a significant factor. Accomplishing this objective requires sensor modalities that span the spectrum, from finding and locating potential targets, to discriminating between background clutter induced false alarms and actual targets, classifying the type of target and/or kind of site, and presenting this information to decision makers for possible actions. This is yet another example of the benefits of multi-sensor integration for addressing challenging ISR problems. 7.4 Acquisition Strategies to Leverage Sensor Integration DoD’s hard problems will require integration of a broad set of sensor capabilities and modalities, an increased use of robotic and unmanned systems to provide access and persistence, and a data communication capability to make information visible, accessible and understandable across the information environment. For current and future acquisition programs, DoD should procure sensor systems which are designed to be netted together, are adaptable after being fielded and can be integrated together functioning as one system. This will provide an added degree of performance for a marginal additional cost. Additionally, by providing the ability to reprogram the system after it is fielded, the time constant to change a system will now be determined by the time to adapt the ground segment and not the time to develop and field the platform (i.e., space or airborne) segments. The task force recommends that future acquisition programs disaggregate sensors from platforms with the goal of acquiring more platforms with potentially less capable and therefore less costly, sensors and plan to achieve increased performance by integrating data from multiple sensors/platforms. There are two important prerequisites for this acquisition strategy, which should be adopted for as many programs as possible (this should include adding these requirements to existing systems). The first is to buy sensor calibration data from the development contractor (much of this is already generated for development testing). The second is to add meta-data tags to the sensor data as close as possible to the point and time of collection and to ensure that the meta-data includes the sensor calibration data. Figure 23 illustrates the value of this sensor disaggregation by showing the synergy of integration across the two systems, one of which uses a high resolution sensor to provide identification and another that uses a low resolution sensor for tracking. A second example can be seen by using one system to provide high resolution to counter spoofing and the persistent system to counter moving into cover. By working together the integrated system performance is improved.Chapter 8: Task Force Findings and Recommendations  Sensor-collected Intelligence/Surveillance/Reconnaissance (ISR) data have proven invaluable to both national decision makers and to battlefield commanders. Despite significant increases in the number of sensors, largely on unmanned aerial vehicle (UAV) platforms at both the theater and tactical level, demands for information, particularly to support operations in Iraq and Afghanistan, continue to increase. The task force was charged to determine what improvements are needed in collection, processing, data storage and fusion, exploitation, and dissemination of information collected by ISR systems. The task force observed that there are robust plans for acquisition and deployment of airborne ISR, with particular emphasis on unmanned platforms. Even with increased availability there is a growing demand for these airborne systems, especially those that provide full motion video in support of current operations. On the other hand, the situation relative to satellite-based ISR is much more fragile. There was a purposeful drawdown of these systems following the Cold War and modernization programs were planned to replace only a fraction of the former assets. Further, well-documented execution problems have left the U.S. behind its overhead ISR plans. Changing world events have increased demands beyond those of the planned capability. As a result, we concluded that existing capability is under stress and significant gaps are likely to develop. Despite increased investment in ISR collection platforms, additional sensors alone are not the answer to the increased demand for ISR information. The rapid proliferation of sensors both enables and overwhelms the current ISR infrastructure. The number of images and signal intercepts are well beyond the capacity of the existing analyst community so there are huge backlogs for translators and image interpreters and much of the collected data are never reviewed. Further, decision makers and intelligence analysts have difficulty knowing what information is available. Most collection requests, particularly for sensors beyond the commander’s control, go to central tasking systems that provide little feedback on whether or when the request will be satisfied. Access to ISR information is equally problematic. Large staffs, often numbering in the thousands, are required in theater to accept and organize data that are broadcast in a bulkdistribution manner. These analysts spend much of their time inefficiently sorting through this volume of information to find the small subset that they believe is relevant to the commander’s needs rather than interpreting and exploiting the data selected on current needs to create useful information. The investment made by the Department of Defense and the Intelligence Community over the last decade in creating the infrastructure for network-centric operations provides a way to address many of the problems with ISR data collection and processing. The task force concluded that this new approach to handling the increasing volumes of ISR data depends on two infrastructure investments: an assured, broadband widely-accessible communications system and implementation of the Department’s data strategy, which calls for separation of data and applications and meta-data tagging. When this investment has been made, the opportunity will exist to significantly improve the overall performance of the ISR system by integrating data from sensors with different characteristics and from different sensor platforms. 8.1 Task Force Recommendations To achieve the benefits of sensor integration, the task force offers two sets of critical recommendations that are essential for enabling the envisioned ISR sensor integration architecture. We also present three sets of performance improvement recommendations that build on the critical enabling infrastructure to achieve the full benefits of ISR sensor data integration. 8.1.1 Critical Recommendations 1. Provide Assured Broadband Communications A robust, reliable and secure broadband IP-based communications infrastructure is essential. To achieve this infrastructure the task force recommends DoD: Deploy TSAT 10 as soon as possible to provide the assured high-capacity communications for moving ISR data to the backbone and to provide assured networking-on-the-move for mobile tactical users. 
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Currently, drones missions are constrained by cancellation of TSAT – plan key to expanding drone strikes and missions

Washington Technology, 10

[Washington Technology Dot Com, The Online authority for government contractors and partners, “FCSA Schedule 70 Value Rises”, by Sami Lais, September 15, http://washingtontechnology.com/articles/2010/09/15/fcsa-schedule-70-value-rises.aspx, NKN]

That demand has been growing fast. Defense Secretary Robert Gates signed off on shifting $1.3 billion to ISR in DOD’s 2008 budget. In its 2010 budget request, DOD shifted items previously funded through supplemental appropriations into its budget request. That $13 billion transfer included an increase in ISR assets and UAVs. The scuttling last year of DOD’s Transformational Satellite Communications System (TSAT) program, which was to provide secure, high-capacity global communications for DOD, NASA and the intelligence community, may also boost FCSA sales. “The abandonment of TSAT hit us hard, especially on the protected band side, which unfortunately, ComSatCom really can’t help us with,” Gager said. “Overall, requirements that were going to go on TSAT will possibly go on Wideband Global Satellite Communications (WGS).” 

TSAT slashes processing times by more than 99% -- key to drone effectiveness

Katzman, 6

[Joe, Editor in Chief, Defense Industry Daily; founder and Editor-in-Chief of windsofchange.net, expert in military affairs, “The USA’s Transformational Communications Satellite System (TSAT)”, February 2, http://www.windsofchange.net/archives/006660.html, NKN]

TSAT is intended to provide internet-like capability that extends high-bandwidth satellite capabilities to deployed troops worldwide, and delivers an order of magnitude increase in available military bandwidth. Using laser communications intersatellite links to create a high data-rate backbone in space, TSAT will be one of the key enablers for the American vision of Network Centric Warfare. A visual image from a UAV that would take 2 minutes to process with the Milstar II satellite system would take less than a second with TSAT. A radar image from a Global Hawk UAV (12 minutes), or a multi-gigabyte radar image from space-based radar (88 minutes), would also take less than a second with the TSAT network. Best of all, the recipient can be on the move with a relatively small receiver, anywhere in the world. 

**100-(1/120 seconds) = >99%

Ineffective drones now – they’re alienating the Pakistani people because of collateral damage and collapsing the state

Gregory, June 4th 

[Matt, staff writer @ Technorati, expert in International Affairs, “Are Drones the Answer in Pakistan?”, June 4, 2011, http://technorati.com/politics/article/are-drones-the-answer-in-pakistan/, NKN]

Pakistan has already publicly denounced the US's recent increase in drone attacks. In Pakistan, statistics show that, “Of the 44 Predator strikes carried out by U.S. drones in the tribal areas of Pakistan over the past 12 months, only five were able to hit their actual targets, killing five key al-Qaeda and Taliban leaders, but at the cost of over 700 innocent civilians… for each al-Qaeda and Taliban terrorist killed by the American drones, 140 civilian Pakistanis also had to die.” The figures concerning the negative results of American drone use in Pakistan paint a picture in which the drones look ineffective, clumsy, and destructive rather than precise and successful. For an idea in which America claims will eliminate collateral damage and drastically reduce the loss of lives in combat, drones seem to not be living up to their hype. 

Nuclear war

Pitt, 9

[William, NYT Correspondent, author, 5/8/9, “Unstable Pakistan Threatens the World”, http://www.arabamericannews.com/news/index.php?mod=article&cat=commentary&article=2183, NKN]

But a suicide bomber in Pakistan rammed a car packed with explosives into a jeep filled with troops today, killing five and wounding as many as 21, including several children who were waiting for a ride to school. Residents of the region where the attack took place are fleeing in terror as gunfire rings out around them, and government forces have been unable to quell the violence. Two regional government officials were beheaded by militants in retaliation for the killing of other militants by government forces. As familiar as this sounds, it did not take place where we have come to expect such terrible events. This, unfortunately, is a whole new ballgame. It is part of another conflict that is brewing, one which puts what is happening in Iraq and Afghanistan in deep shade, and which represents a grave and growing threat to us all. Pakistan is now trembling on the edge of violent chaos, and is doing so with nuclear weapons in its hip pocket, right in the middle of one of the most dangerous neighborhoods in the world. The situation in brief: Pakistan for years has been a nation in turmoil, run by a shaky government supported by a corrupted system, dominated by a blatantly criminal security service, and threatened by a large fundamentalist Islamic population with deep ties to the Taliban in Afghanistan. All this is piled atop an ongoing standoff with neighboring India that has been the center of political gravity in the region for more than half a century. The fact that Pakistan, and India, and Russia, and China all possess nuclear weapons and share the same space means any ongoing or escalating violence over there has the real potential to crack open the very gates of Hell itself. 
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